FILED FOR RECORD
2/21/2017 9:00 AM Item 9

Dana Debeauvoir - County Clerk, Travis County,TX

Travis County Commissioners Court
Voting Session Agenda Request

Meeting Date: February 21, 2017

Agenda Lanquage:

Consider and take appropriate action to approve the cooperative agreement between
the Office of the Attorney General and the Travis County Domestic Relations Office for
the Integrated Child Support System.

Prepared By/Phone Number: Chris Hubner, 854-7109
Elected/Appointed Official or Department Head: Estela P. Medina 854-7069
Commissioners Court Sponsor(s): Judge Eckhardt

Background/Summary of Request and Attachments:

This contract is a renewal of the current agreement effective since July 2009 with the
Office of the Attorney General (OAG) whereby the County through a Standing Judicial
Order designates all new divorces in which child support is ordered and considered as
Title IV-D cases. The OAG assigns the Domestic Relations Office the responsibility of
monitoring, enforcing, and modifying said orders should the need arise. The term of this
contract is September 1, 2016 through August 31, 2018.

Staff Recommendations:

The Travis County Juvenile Probation Department respectfully recommends approval of
the Travis County Integrated Child Support System Cooperative Agreement.

Issues and Opportunities:

Fiscal Impact and Source of Funding:

Required Authorizations:

AGENDA REQUEST & BACKUP MATERIALS DEADLINE: Agenda requests and backup materials
must be submitted in PDF format via email to agenda@traviscountytx.gov by 12 noon on Tuesday in
order to be considered for inclusion in the following week’s voting session.

Revised 15-02-06



TRAVIS COUNTY JUVENILE PROBATION DEPARTMENT

2515 South Congress Avenue ~ Austin Texas 78704 ESTELA P. MEDINA
Phong: (3128547000 Fax: {512)834-7093 Chicf Juvenile Probation Officer
MEMORANDUM
TO! The Honorable Sarah Eckhardt, County Judge

The Honorable Jeff Travillion, Commissioner, Precinct 1

The Honorable, Brigid Shea, Commissioner, Precinct 2

The Honorable Gerald Daugherty, Commissioner, Precinct 3
The Honorable Margaret J. Gomez, Commissioner, Precinct 4

FROM: 0 W/ fo Q_;é Sadele. T Neciva.
Estela P. Medina
Chief Juvenile Probation Ofﬂcer

SUBJECT: Travis County Integrated Child Support System Cooperative
Agreement 17-C0090

DATE: February 10, 2017

The Travis County Juvenile Probation Department respectfully requests that the
attached existing Integrated Child Support System Cooperative Agreement be placed
before Commissioners Court for review and approval. Through this contact, the
Domestic Relations Office provides comprehensive, effective and efficient child support
enforcement services for the qualifying caseload. This Cooperative Agreement was first
approved by Commissioners Court in July 2009. The term of this agreement is
September 1, 2016 through August 31, 2018.

This agreement was approved by the Travis County Juvenile Board for the submittal o
the Travis County Commissioners Court.

Thank you for your consideration and please let us know if there is any additional
information you may need.

Thank you.

CC: Judge Rhonda Hurley, 98" District Court
Ricardo Barcelo, TCJPD
Scot Doyal, TCJPD-DRO
Caitlyn Wan, TCPBO
Travis Gatlin, TCPBO
Chris Hubner, TCPBO

Chus sission (5 1o provide jor puddic safeiy whde wffeetiooly addrossing the needs af Juresiles, firmilios amd eienings of eriae,
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TRAVIS COUNTY
INTEGRATED CHILD SUPPORT SYSTEM
COOPERATIVE AGREEMENT

Contract Number: 17-Co090

I. INTRODUCTION

1.i.  This Contract is endered into, by and between the Office of the Attorney General {OAG) ard Travis
County {County).

1.2, This Contract is authorized by Sections 231.002 and 231.001 1 of the Texas Family Code.

1.3.  Purpose. The OAG and the County agree to cooperate io provide comprehensive, effective and
efficient child support enforcement services for the Qualifying Caseload.

1.4.  Definitigns. The foliowing terms have the meaning set forth below. All ather terms have the
meaning set forth in the Merriam Websier 's Collegiare™ Dictionary, Eleventh Edition.
Term Definition
The actual amount of costs incorred that qualify for reimbursement under the
federal financial participation provision of Part D, Title I'V of the federal Social
ALLOWABLE Security Act (42 U.S.C. * ¥ 651 ¢t seq.) and Office of Management and Budget
COSTS Circular A-87 Revised, “Cests Principles for State, Local and Indian Tribal
Governments,” published on May 10, 2004 by the Executive Office of the President
of the United States of America.
Personnel provided by the County to perform work in the County’s enforcement
COUNTY office, and whose time on the job is dedicated in whole or in part 1o performing
PERSONNEL Contract Services. Such persennel may be either County employees or stafl
i provided by private cantractors, as the County deems appropriate, but subject to the
Subcontracting Section of this contract,
OAG Office of the Attorney General
OAG-CSD Office of the Attorney General, Child Support Division
ICSS Integrated Child Support System, a cooperative effort established by the CAG
pursuant to Chagter 231.0011 of the Texas Family Code.
OAG CASE .
- A federally certified case management system for the IV-D program. Also referred
MANAGEMENT s “Texas Child Support Enforcement System”
SYSTEM as e PP ystem
g‘?ggéELD An OAG child support monitoring and erdorcement office
QUALIFYING All County child support orders deemed to have made an application for Title IV-D
CASELOAD services pursuani o the County local rule,
TADRO Texas Association of Domestic Relations Offices
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1.5.  Contract Provision Construction. This contract is the joint work product of the parties and in the
eveni of any ambiguities no inferences shal be drawn for or against either party, The fanguage used inthis o
contract is deemed to be the language chosen by the parties hereto to express their mutual intent, and no rule of
strict construction witl be applied against any party. regardicss of the actuat author of the contract.

2. COMNTRACT TERM

2.1, The Contract becomes elfective on September 1, 2016 and, unless sponer terminated es provided
hereln, ends on Aupust 31, 2018 (the “initial term™), The Contract shall be sutomatically rencwed for three (3)
one {1} year terms with the first one (1) year term beginning on Seplember 1, 2618, unless one party notifies the
other in writing of its intention 1o not renew this Centract. Such renewal shall be subject to all specifications and
terms and conditions of this Contraci, with the scle and limited exception that the original date of 1ermination
may be exiended pursuant to this provision. The parties agree to be bound, for the initial term of the Contract
and for any and all reacwal terms which the partics muy elect to exercise, by the terms of this Conlract.,
including the County performance of the within described services a1 the rates specified herein.

3. REQUIREMENTS

kRN County Oblirations,

3.8, The County shall:

30000 Provide physical facilities for County Personnel as necessary to timety process the
Qualifying Caseload and to accommodate tnformation system needs. including b not limibted (o related utility
services and physical support,

3.1.1.2,  Provide office furniture, equipmeny, and supplies as necessary for County Personnel 1o
perform the duties described herein,

3.0.1.3.  Provide County Personnel as necessary to effectively and efficiently administer,
inciuding administrative and judicial enforcemeni of, the Qualifying Caseload in compliance with federal and
OAG performance measures and requirements and federal Data Reliability standards.

3.0 4. Comply with federal and OAG requiremenis, policy and procedures {unfess the OAG
specifically excludes a certain policy or procedure) regarding case inftiation, record retention, reporting.
confidentiality, case processing, administrative enforcement, judicial enforcement and money handling.

3.1.1.5.  Provide quality customer service,

3.1.1.6.  The County may use county-authored forms unless the use of such formis) would:
cause the OAG not to be in compliance with lederal and state laws, rules and regulations poverning 1CSS and
child support enforcement; resuit in the loss of histerical data; or. cause the County nol to meet any of the
minimum performance standards set forth in this Contract, Provided, however, that when the OQAG implements
its new Case Managemend system {commaonly referred 1o us TXCSES 2.0, or T2). the County must then use
OAG-authored forms. The County may request that the OAG approve variances to QAG-authored legal
documents and forms, Such request shall be made directly to the Regional OAG Legal Forms Commitiee
representative and to the TADRO Legal Forms Commitlee represcntative.

30070 Manage the Qualifying Caseload according 1o federal and state lnws, rules and
repulations and OAG policies, procedures and reguirements,

3.1.1.8.  Ensure thal, when requested by the OAG. County Personnel aitend OAG training
rodated to the services being performed under this Contract,

3018 Allow the OAG 1o hove unannounced sccess Lo the County IUSS office to observe is
operations and to perform investigations, audits and reviews of the operations and records of the office as
deemed necessary by the OAG 1o assure complisnee with lederal and state requirements. QAG policies and
procedures or other written QAG requirements.

30010, Work with the OAG Regional Administrator on a regular basis to evaluate the
performance by the County of its obligalions under this Contract.

31010, The County must designate a dedicated staff person to act as the office Ombudsman.
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3140 LE The County Ombudsman must attend all mandaory Ombudsmun trainings,
conferences and Summit meetings, including all mandatory online trainings.

312 Performance Siandards und Measures,

3020 Pecfonmance Reguirements. The County shall comply with all federal and state laws,
reles and regolations governing 1SS and child support enforcement programs. including, but not Himited to,
Chapter 231 of the Texas Family Code, Title 1V-D ol the federal Social Scourity Act and OAG policies and
procedures {unfess the OAG specifically excludes o certain policy or procedure).

3802 Mandatory OAG-Provided 1raining, Conlerences and Meetinus,

34220 When requested by the OAG, all County Personnel whe perform Contract
Services must atlend OAG-provided (raining. mectings ond conferences.

3.1.2.2.2.  The Counly shali ensure that. upon notification by OAG, all County staff
perlorming Contract Services comply with mandatery QAG training requirements.

3.0.22.3.  Counly attorneys who perform Contract Services must attend the annual
Statewide Assistant Attorneys General Conference.

3.1.2.240 The county-designated Office Manager for the 1CSS office must attend the
annuaf OAG Statewide Managers Conference.

3.1.2.3.  Federal Data Relinbilitv Standards. The County shail achieve ninety-five percent (95%)
efficiency rating for the completeness. reliability and accuracy of the data that underlie Lines 1, 24, 25, 28 and
29 of Form OCSE 157,

3.1.2.4.  Customer Service Standards. The County shall:

31240, Docoment all inguiries in the OAG Case Management System. Decumentation
shall include a narrative ol the inquiry. the action taken to assist the customer, follow-up actions 1aken and the
{inal result of the inguiry.

3.1.2.4.2.  Respond to writien inguiries within ten (1)) business days.
3.1.243.  Respond 1o e-mail inquiries within ten (10} business days.
3.1.24.4.  Return phone calls within two (2) business days.

31245, Tuke action on information received within three (3) business days.
3.1.24.6.  Document action taken or information received at time of receipl.
3.1.24.7.  Complete any necessary research within fifieen (15) business days.
31248 Meel with in-office customers the same day.

3.0.2.4.9.  Schedule appointments within three (3) business days of request,

3.1.2.5.  Public Official Inquirv Standards,

312350, The County shall notify the Public Official Section (POS) immediately upon
receipt of o Public Official Inquiry. The County, in consultation with the POS, may choose to respond 1o the
inquiry itsell or have the POS respond.

3.1.2.5.2. When the POS responds to the inquiry. the County shall provide the Tollowing
information o the POS:

Namu of the Public Official

1o ted
ta i
th
i

12
L
[
18]

Name and contagt information for the Public Officinl stalf person who
made the inquiry

1=
Lh
13

AP ] Lad
13
:.II
IS
A Y

Mame of the party the elected oflicial is relerencing

The OAG case number
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3125325 Reason for the cafl

3.1.2.5.2.6.  Incase of & wriiten inguiry the County shall fax the written inguiry to
POS% immediaiely upon receipl.

302527, The County shall assist POS with resolving the inguiry,

312528 The County shall complete olf tasks assigned by POS to resolve the

inquiry within two business days of the date of the e-muail.
31253, Whon the County responds to the inguiry

3.4.2.535.1,  The County shall respond 1o a written inquiry within five {3) business
days and to a telephone inguiry the same day il possible.

3.1.2.33.2,  The County must request and receive approval for any writien responses
prior 1o forwarding the writien response to the political official.

3.1.2.54.  All correspondence required in this section shall be direcied to:
Kathy McMichae! {or successor in office)
Email address: Kathy. McMichaeld oag texas.gov
3.1.2.6.  Percentave of Collections on Current Suppori Due. The County shall colleet annually at
feast the statewide minimum pereentage for QAG Field Offices.

3.1.2.7. Percentave of Cases with Collections on Arrears. The County shall achieve annuatly ot
least the statewide minimum percentage For OAG Field Offices.

3.1.2.8.  Qualitv and Efficiency Standards. The County may qualify to receive an additional
payment ol up to fory cents (30.40} per active case for meeting or exceeding the Quality and Efficiency
Exceptional Standards. In order 1o qualify to receive an additionat payment The County must not be in an
unsatisfaciory performance status, as described in the “Remedies for Non-Performance” section of this Contract,

3.1.2.9.  Inorder to receive o thirty cent ($0.30) additional payment the County must meet or
exceed the specilied exceptional siandard for at least eight of the Quality and Efficiency measurements and
achieve at least the minimum slandard specified for all measurements,

34290, Inorder to receive a thirty-live cent (80.35) additional payment the County musi
meet or exceed the specified exceptional standard lor at least ten of the Quality and Efficiency measurements
and achieve o least the minimum standard specilied for all measures,

3.1.29.2.  Inorder to qualify for a forty cent ($0.40) udditional payment the Counly must
meet or exceed the specified exceptional standard for all measurements.

3.0.293,  Winany given month a measurement sample contains less than forty-five (43)
cases, the score for that measurement wiil be assumed 1o be exceptional, regardiess of the actual score. pending
results of an annual evalustion of the measurement, A1 the end of the fiscal year (Augusty, an annual score will
be caleulated for each measurement with an assumed exceptional score during any month of the fiscal veur, I
the annual score does not meet the exceptiona! slandards, any payments made during the Ascal year lor pssumed
exceptional performance will be deducted from the August invoice,

3.0.2.93.10 Quality and Efficiency Definitions and Sundards.

MEASUREMENT MINIMUM EXCEPTIONAL

CRITERIA STANDARD STANDARD

CASE INITIATION AND ORDER ENTRY Ninety pereent (20%) of | Ninety-{ive percent {93%)

Al relevant case and member data and order all cases opened during | of all cases opencd during

information updated. the month reviewed met | the menth reviewed mat
erileria within twenty criteria within 10 days of
days of cuse opening. case opening.

Travis County IC58 STY 17-21 Page 4 of 38



BocuSign Envelops I Be62FTES-SEEF-ZD2.B507.BBES0F4458E3

MEASUREMENT MINIMUM EXCEPTIONAL
CRITERIA STANDARD STANDARD
CASE TRANSFER Ninety percent (98%) of | Ninety-one percent (919%)

Transfer case to the appropriate QAG Field Office
within seven (7) days of notificatjon of case 1ype
change.

Exception: If pending legal action exists when case
type changes, case will be rransferred to the
approprigie OAG Field Offtce within fourteen (14)
days of resolution of legal aciion.

all cases that should have
been transierred during
the month seviewed met
eriteria,

of all cases that should
have been transferred
during the month
reviewed met eriferia.

CASE CLOSURE

Cases must be closed with the correct case closure
reason code, documentatien must be appropriate, and
the case must not have been closed before the
mandatory wail time,

Ninety-five percent
(959%%) of all cases that
were closed during the
month reviewed met the
criteria,

Ninety-seven percenl
{97%) of ali cases that
were closed during the
month revicwed met the
criferia,

REVIEW AND ADJUSTMENT

Within 180 calendar days of request for review OR of
loeating the non-requesting party (whichever occurs
later}). conduect review and adjust order (by requesting
modification), or determine that order should not be
adjusted. Provide all parties with modified order
within fourteen (14) business days afier order eniered
OR notice that order will not be adjusted within 14
days of determination.

Ninety-five percent
(95%) of alf cases witl: a
pending request for
review and adjusiment
during the month
reviewed met the criteria.

Ninety-seven percent
{97%) ol all cases with o
pending request for
review and adjustment
during the month
reviewed met the criteria.

LOCATE
All appropriate locate resources utilized within
seventy-five (75) calendar days of lost locaie,

Ninety-five percent
{93%0) of all cases
requiring locate activities
during the month
reviewed met the criteria.

Ninety-seven percent
{97%%) of all cases
requiring focate activities
during the month
reviewed miet the eriteria,

ADMINISTRATIVE INCOME WITHHOLDING
Administralive Income Wilhholding Order issued
within two (2} business days of employment
veriicuation.

Ninety-five percent
{95%) of all cases with
new employer
information during the
month reviewed met the
criteria,

Ninety-seven percent
(97%) of all cases with
new employer
information during the
month reviewed met the
criteria,

ENFORCEMENT

Administrative Enforcement action taken within thirty
{30} calendar days ol delinguency date or verified
jocate, whichever is later,

OR

Service completed (or unsuccessful service attempts
documented to show diligent effort) within 60
calendar days ol delinguency date or verified locate,
whichever is later.

“Delinquency Date™ as used in this cell means thiny
{30) days ofter a missed payment.

Ninety-five percent
{95%) of 2!l cases
needing enforcement
action during the month
reviewed met the eriteria.

Ninely-seven percent
{97%) of ali cases
needing enforcement
action during the month
reviewed mel the criteria,

Travis County 1058 8FY 17.24
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MEASUREMENT
CRITERIA

MINIMUM
STANDARD

EXCEPTIONAL
STANDARD

EXPEDITED PROCESSES - SIX MONTHS
Legal actions completed within six months from the
time of successful service on all purties,

Seventy-five pereent
{73%) of legal actions
with successful service
during the past cighteen
months {including the
month reviewed ) met the
criteria.

Eighty pereent (80%) of
fegal actions with
suceessful service during
the pasi eighicen months
{including the month
reviewed) met the
criteria.

EXPEDITED PROCESSES - TWELVE MONTHS
Legal actions completed within lwelve months {rom
the thme of successiu! service on all parties.

Ninety percent (949%%) of
legal actions with
successiul seevice during
the cleven months prior o
the moniforing month met
the criteria,

Ninety-two percent (92%%)
of legal actions with
successful service during
the eleven months prior to
the monitoring month met
the criteria.

AFTER COURT ORDER ENTRY

All subseguent orders entered into the OAG Case
Management System within seven (7) days of the
resolved date (as entered on the OAG Case
Management Sysiem).

Eighty-five percent (85%
of all subsequent orders
entered into TXCSES
during the month
revicwed mel the criteria.

Ninety percent (90%) of
all subsequent orders
entered injo TXCSES
during the month
reviewed met the crileria.

SUCCESSFUL DISPOSITION
Legal lilings successfully disposed within one (1} year
of filing.

~Successful disposition™ for this purpose is defined os

a final. temporary or interim erder obtained or a capias
issued. A nonsuit or dismissal without prejudice is not
considered a successful disposition,

Seventy-five percent
{75%) of fegal actions
filed during the past
eighteen (18) months
{including the month
reviewed) mel the
criteria.

Eighty percent (80%) of
legal actions filed during
the past eighteen months
(including the month
reviewed) met the
criteria,

SERVICE RATE
Successiul service of process on ol parties within six
{6) months of filing.

Suceessiul service can be via personal service,
substitule service, watver of service. publication or
persona] nppearance,

Seventy-five percent
{75%) of all service of
process issued during the
past lwelve (12) months
{including the month
reviewed) met the
criteria.

Eighty percent (80%%) of
all service of process
issued during the past
twelve months {including
the month reviewed) met
the eriteriu.

3.0.2.10, The OAG. at i1s discrelion, may reduce or watve any perlormance standards and

measuremients.

3021040 W ina given month, the OAG determines tht the County is unoble (o imely

perform a task in the ~Quality and Efficiency Standards™ section above. due 1o technical issues for which the OAG

is responsible, the OAG may waive the siandards for that measure. The OAG is solely responsible for the

determination.

J.1.3.  Challenge Goals. The OAG challenges its field offices, in their pursuil of excellence, w
continually improve their perlormance. whicl in furn improves the overall performance of the Progeam and
service to the children of Texus, The County agrees to participate in this challenge and use Its best eflons to

meet or exceed cach of the goals as deseribed below.

3.0.3.0,  Annual Disbursement Goal. The standard for this category shali be disbursement of ot

feast the amount designated by the Regional Administrator at the beginning of cach state fiscal year as the
County office’s annual disbursement goal. The Regional Adminisirator shall inform the County office of the
amoun! designated as i1s annual disbursement goal on or before September 30 of the state fiscal year, The
designated percentage shall be calculated by OAG Field Operations using a standardized formula,

Travis County 10SS SFY 17-21
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3.1.3.2.  Annual Medical Support Disburseiment Goal. The standurd [or this eategory shall be
disbursement of af least the amount designated by the Regional Administrator at the beginning of each state
fiscal year as the County office’s annual medical support disbursement goal. The Regional Administrator shall
inform the County olfice of the amount designated as its annual medical support disbursement goal on or before
September 30 of the state fiscal year. The designated percentage shall be calculated by OAG Field Operations
using g standardized formula.

32 OAG Responsibilities, The OAG will:

KN Purchase. install, and maintain, using OAG funds, computer hardware and refoted eqguipment
which the OAG and the County deem necessary (not to exceed the standard OAG hardware configuration) for
County Personnel to perform contract services,

3.2.2. Purchase, install, and maintain computer software and upgrades to OAG procured software
whici the OAG and the County deem necessary (not te exceed the standard OAG software configurations) for
County Personne} to perform coniract services,

3.2.3.  DProvide access to the OAG Computer System tor County Personnel consistent with OAG
software license agreements and OAG Computer System capacily and capability.

3.2.4.  Provide, at OAG expense and discretion, iraining to County Personnel in the use of the OAG
Case Management System and ils component hardware and software. When the OAG determines thai it is
feasible, training will be conducted locally,

3.2.5 Provide specific lechnical assistance, training and procedural and policy support as needed to
assist County Personnel with ongoing operational issues.

3.2.6.  Make available applicable federal. state, and locu! rules and procedures to County Personnel
and provide updates as appropriate and consistent with OAG policy and ficld operations.

3.3. General Requirements.,

331 Procedures for Handling of Moncey, The County shall institule or continue o require,
threughout the term ol this Contraci, fiscal procedures which separate the cash handling and accounting
{unctions. These procedures shall, ! a minimuni, comply with the requirements ol 45 C.F.R. ' 302.20 and with
other federal and state requirements for cash handling, and accounting,

3.320 Useof [V-D Resources. All materials, property, personnel or services provided by the OAG
shall be used by thie County exclusively to perform 1V-D Coniract Services under this Contract,

3.3.3. Supervision of Staff. County staff and other County-provided personnel. including bui not
limited {o private contractors retained by the County, are under the direction and supervision of the County. The
purpose of contacts between OAG employees and County stafT' is communication. technical and operational
assistance and overall contract monitoring, and not for the purpose of supervision of the work of County Personnel.

3.3.4. Property Management, Accountability and Maintenance,

3.34.1 Al equipment provided by the OAG under this Contract (including but not limited 10
personal computers, hardware, peripheral devices, and sofiware) shall remain the property of the OAG and all
titles and rights remain with the OAG. Prior to installation of OAG equipment, the County shalf verify the asset
information listed on the OAG Interdepartmenial Equipment Transfer (1DET) form (Arachmient Onie;
incorporated herein and made a part hereof), provide the OAG with the physical address and aciual location of
cach piece of OAG provided equipment, and acknowledpe the County's receipt, as welf as, fiduciary and
pecuniary responsibility with its signature. Forms shall be returned. with original signature, o the OAG Property
Manager. On a mombly basis, the County shall verify an OAG provided listing of all OAG inventoried
equipment and return the verified report 1o the OAG Property Manager. The County shall designale @ custodian
for the equipment and respond ta all OAG inventory and custedian verification requests within five (5) working
days ol receipt of the request. In the event that the physical address or netual location of any piece of equipment
changes, the Counly agrees to provide the new physical address or new aclual Jocation ta the OAG within
fifteen (15} calendar days.
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3.34.2.  The County shall maintain a control system to insure adequate saleguards 1o prevent loss,
damage, or theft of the equipment. In the case of equipment with an OAG inventory tag, the County shall have
each person provided with such equipment complete an Acknowledgment of Custodianship of Office of the
Atiorney Geaeral Equipment form (drachment Two: incorporated herein and made a part hereof). Forms shall be
returned 1o the OAG Properly Manager. The County shall report any loss, damape or theft of the equipment to the
OAG within one (1) business day of discovery of sume. The County shali be liable for any loss, damage or thefl of
the equipment due to the negligent or intentional wrongful acts of or the failure (o exercise reasonable care for the
equipment's sufekeeping on the part of the County, its agents or its contructors, In the event of missing property.
the County Property Lizison shall make every attempt to locate the ftem. If the missing item is not found within
one (1) business day a Lost or Stelen Propeny Report (utachment Three; incorporated herein and made & part
hercof) shafl be submitted to the OAG Property Manager. If there is a suspicion of thefi, the County shall notify
the focal police depariment immediately and a copy of the police incident report shall also be submitled (o the
OAG Property Manager,

3.3.4.3.  Equipment provided 1o the County by the OAG under this Contract may only be used
for IV-D lunctions.

3.3.4.4, The Counly shali comply with all license agreements assaciated with OAG-provided
software and shall not install any sofiware upgrades or programs on any hardware provided by the OAG.

3.34.5.  The OAG shall have all reasonable rights of access to the equipment provided by the
OAG during the County's norma! business houwrs.

3.3.4.6. The County shall assist the OAG in complying with the lederal uniform standards
governing management and disposition of property furnished by or whose cost was charged disectly to a project
supported by funding administered by the U.S. Department of Health and Husman Services as well as all applicable
state requirements poverning the procurement, management. and disposition of property. Such requirements
include marking such property, maintenance of detailed inventory records, and completion of a physical inventory,
Property subject to this requiresment includes any and all fixed assels or other property procured with the aid of
federal funds. All disposition of OAG provided cquipment will be performed by the OAG.

3.34.7. The County shall maintain and administer in accordance with good business practices g
program for the protection and preservation of property provided to the County in the performance of this
Contract. Repairs and maintenance of the OAG provided equipment shall be the responsibility of the OAG.

3.4, Changes o the OAG Case Manacement Svsiem.

341, The OAG will make every effort 1o provide advance notice 1o the County ol any planned
system changes that may impact the business operations or processes of the County.

3411 Changes 1o the OAG Case Management System thal impact the business operations or
processes of the County shall not reqidre 4 contract amendment but shall be documented through Controlied
Correspondence,

4. REMEDIES FOR UNSATISFACTORY PERFORMANCE

4.1, Determination of Unsatisiuclory Performance and Corrective Action.

411, Failure of the County 1o perform the contracied services shall be considered unsatisfaciory
performance. Unsatisfactory performance will be communicated 10 the County in writing by the OAG Contract
Muanager,

4.1.2. The County shali provide a written response to the OAG Contract Manager withina
reasonabtde imelrame as determined by the OAG.

413 The OAG Contract Manager will review the County's writlen response and supporting
documentation 1o make a Nnal determination,

4.14. Final detenmination of performance findings will be documenied in controlied correspondence
10 the County. 1f the OAG Contract Manager issues o final determination of unsatisfactory performance, the
County shall provide a corrective action plan,
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4041, The County's corrective action plan shall be submitted 1o the OAG Contract Manager
within {ificen (15 business days of the final determination from the OAG of unsatisfactory performance.

4,142, The County’s corrective action plan shall include a timeline for implementation and
must be approved by the OAG Contract Manager.

4.2, Richt o Wihhold Payvments.

421, Faiture of the County o respond to a linding of unsatisfactory performance. or to submit ¢
corrective action plan for OAG approval. or failure of the County 10 implement the corrective aclion plan may
result in the withholding of payments. in whole or in part, due under this contract.

4,22, If the County's performance does not retorn to a satisfaciory status within four (4) months
after implementation of the corrective action plan, the OAG may withheld payments, in whole or in part,

4.2.3.  Ifthe upsatisfactory siatus persists for 2 total of six (6} months after implementation of the
corrective gction plan, the QAG may terminate this Contract (in accordance with the Termination Section below)
without payment to the County for any costs incurved by the County from the time that the OAG commenced
withholding payments.

4.2.4, Payments are 1o resume upon the County providing an acceptable corrective action plan or
altaining satislaclory performance status. The first payinent aifler resumption shall inclode all costs acerued
during the period in which paymenis were withheld.

3. FINANCIAL MATTERS

5. Maximum Lishility of the OAG. Notwithstanding any other provision of this Contract, the
maximum iability of the OAG for reimbursable expenses under the terms of this Contract is Three Million Two
Hundred Eight-Two Thousand Nine Hundred Eighty-Five dollars (33.282,985.00).

5.2. Federal Incentive Pavments,

520, County may guslify for Incentive Pavinents. In addition 1o the reimbursements specified in the
~Reimbursement of Certain Allowable Cosis™ section of this Contract, federal law provides that eligible political
subdivisions may share in federal incentive revenues. Fhe County shall participate in Texas' camed incentives in
the following incentive measures; Collections on Current Support, Collections on Arrears and Collections 1o
Expense Ratio. The County’s eligible share shall be calculated in a manner consistent with the way OCSE
calculates Texas’ share of federal incentives, In addition, the County share shall be determined in the same
proportion that the County collections constitute pari of the federally delined collections base and the proportion
that Texas' share of federal incentives contributes to the corresponding fiscal years” total annual costs of the Texas
IV-I Program. Upos the Uinited States Office of Chitd Suppont Enforcement providing the OAG with an
accounting of Texus' share of the national performance incentives pool. and completing payment of any incentives
due the OAG, the OAG will calcudate the County's proportionate share of performance incentives and make
payment 1@ the County of any performance incentives due the County. The requirements imposed upon the OAG
by the “Federal lncentive Payments™ section and its subsections shall survive the termination of this Contract until
such thne that the OAG has fulfilled its obligations uader the aforesaid “Federal Incentive Payments™ section and
its subsections.

53.2.2, Conditions for Larning Federal Incentive Pavments. The County maost be performing
satisfactorily at the end of the State {iscal year to be eligible to share in any federal incentives realized by the
OAG for the Federal {iscal year that encompasses cleven (11) months of that State fiscal year (see the
~Remedies for Non-Performance™ section below). The State fiseal year runs {rom September theough the
fellowing Aupust. The Federal fiscal year runs {rom October througl: the foliowing Seplember.

323 Federally defined performance incentive measures. To the extent that the County performs
cach ol the following incentive measures, the County shall receive its ratio share of incentives. The County at
the inception of this Contract. dees not establish parentage or support orders. and therefore is not eligible to
share in the first two inceatives listed:

s Parentage Established Percentage
e (Cases with Support Orders
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Collections on Current Support
e Coljections on Arrears
e Collections 1o Expense Ratio

5.2.3.1.  Anachment Four to this Contract provides an example illustrating the allocation
methodology. The example presented as Attachment Four is offered for purposes of iltustration only and is not
intended 1o represent an agreement 10 pay to the County the dollar arnounts listed in the Attachment.

5.24.  Requirement to Maintain a Base Year Level of Expenditures. The County must expend the
full amount of incentive payments received under this Contract to supplement and not supplant other funds used

by the County to carry out the services being provided under this Contract. County expenditures may not be
reduced &s a result of the receipt and reinvestment of incentive payments. A base year level of county
expenditures has been identified to determine if incentive payments are used to supplement rather than supplant
other funds used by the County te carry out the services being provided under this Contract. The base year is
September 1, 2005 through August 31, 2007. The base year level of expenditures is Two Hundred Seventy-
Three Thousand Five Hundred Ninaty-Five Dollars ($273,595). This base year level of expenditures must be
maintained in future years. Incentive payments received under this Contract must be used in addition to and not
in lieu of this base amount.

5.2.5.  Audit. The listing of audit/investigation and records retention/inspection requirements in this
particular subsection is not intended 1o and do not exclude the applicability of the audit and records retention
requirements set forth in Section 5.6.1 and Section 10.1.4 below. Rather the requirements of this subsection are
cumulative and in addition 1o the requirements of the Audit and Iavestigation and Records Retention and
Inspection Sections befow. The County shall maintain and refain for a period of five (3) years afier the
termination of this Contract, or uniil full and final resolution of all audit or litigation matters which arise before
the expirntion of the five (5) year period, whichever time period is longer, such records as are necessary 1o fully
disclose that incentive payments received under this Contract were used 1o supplement and not supplant the base
year leve] of expenditures. If incentive payments are disallowed as a result of an audit finding contained in an
audit (by the County =s independent auditor, the OAG, the State auditor, the US Department of Health and
Human Services, the Comptroller General of the United States, or any of their duly authorized representatives)
that the County has used the incentive payments to supplant and not to supplement the base year lzvel of
expenditures, then the County shall refund to the OAG the smount supplanted within thirty (30) calendar days of
the date of the written OAG request for refund; provided further that such amotnis may be offset and deducted
from any funds payable under this Contract.

52.6.  Revision of Incentive Payment Methodolopy. If the federal incentive payment methodology is
changed during the term of this Contract, the OAG and the County will execute an amendment to conform to the
new methodology.

5.3, Reimbursemeni.

5.3.1.  Travel Reimbursement. The OAG will separately reimburse the cost for travel to the OAG
State-Wide Assistant Attormeys General conference, the QAG State-Wide Manager's Conference, Field
Manager’s Meetings, OAG provided training related to Contract Services, QAG hosted meetings related {o
Contract Services, Ombudsman Summit Mandatory training, and, as approved by the OAG, other meetings or
training sessions related to Contract Services. The OAG Contract Manager must approve all travel-raiated
expanditures prior to the County incurring any espense under this section. The cost for such travel is not
included in the per-case reimbursement. The OAG will reimburse such cost subject to the rates specified for
travel by its own classified employees, for the expenses approved by the QAG that are allowable for
reimbursement in the State of Texas Travel Allowance Guide. Any claim for such travel reimbursement by the
County shall include adequate supporting documentation as prescribed in the State of Texas Travel Allowance
Guide. The County and the OAG agree that claims for such travel reimbursement may be submined directly to
the OAG by the individual traveler and that the OAG may make payment for such trave! reimbursement directly
to the individual traveler. Any claim submitted by an individual traveler must contain the traveler's fusll name,
mailing address, and contact phone number,

5.3.2.  Per-Case Reimbursement. The OAG shall reimburse the County for the Federal share of the
County's Contract associated allowable cost subject to the limitations set forth in this Contract. Federal share
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means the portion of the County's Contract associated allowable cost that the federal Office of Child Suppont
Enforcement relmburses the state as federal financial participation under Title [V-I¥, for purposc of reference
only the federa! share on the effective date of this Contract s sixly-six percent (66%). The ~Cost Principles for
State, Local and Indian Tribal Governmenis™ as defined in OMB Circular A-87 Revised, as revised. shall apply
1@ costs retmbursed under this Coniract. The County pad the OAG agree that for the purposes of this Contract,
the County's Contract associated Allowable Costs for any given cafendar month is equal to the obligaied
caselond that was in existence on the lust day of that month multiplied by a per-case rate of §17.72. For the
purposes of this section the obligated caseload is defined as: All cases with sufficient information on the OAG
Case Management System to be counted as an obligated case on the OAG™s menthly Goals and Production
Repore (BMI0C Goals and Production).

5320, Thus: {(Obligsied Caseload) X ($17.72) X (Federal Share) = OAG Reimbursement Amouni.

The per-case rate was determined by first identifying the five year average Consumer Price Index (CPI) for state
fiscal years 2001, 2012, 2003, 2014 and 2015 (1.73%). The five year average CPP was multiplied by the
baseline rate of $17.42 per case {for the purposes of this Contract, the baseline rate is equivalent 1o the per-case
rate established in the SFY 2013-2016 1CSS Contract}. The sum was then added 1o the base ute.

54, Reimburseient Process.

54.1.  The OAG shall determine the monthly fee based on the obligated caseload in existence on the
tast day of the montl and the results of the Quality and Efficiency Memitoring.

342, The OAG shall forward a Quality and Efficiency Report and Reimbursement Invoice 1o the
Countty for review and approval.

34.2.4.  Ifthe County approves the Quality and Efficiency Report and reimbursement invoice,
the County shall sign the invoice and return it 10 the OAG within wen (10) business days. The County's sipnature
constisutes approval of the invoiee and certification that all services provided during the period covered by the
invoice are included on the invoice. The OAG shall process the invoice for payment in accordanee with the state
procedures for issuing stafe payments.

3.4.2.2.  If the County does not approve the Quality and Elficiency Report and reimbursement
invoice. it shall notily the OAG within ten business days of receipt, detailing the basis of any disputed liem
along with supporting documentation, The OAG will review the dispute item and docamentation. [f the dispuie
is resolved in the County's favor, the OAG will make payment in the amount requested by the County. [ the
dispute is not resolved in the County's favor, the OAG wiil make payment in accordance witls the
reimbursement invoice originally sent to the County and forward 4 letter of explanation via controlled
correspondence (o the County.

5.3. Limitations on Reimbursement.

3.5.1 Non-Receipt of Federal Share. The OAG is liable to the County for payment of the federal
share of reimbursement to the externt that the OAG receives the federat share. H the federal share is received by
the OAG and that amount or any part of it is later disallowed by the federal government. the County official 1o
whom payment was made shall return the amount disallowed 1o the OAG not laier than the thirtiedy (301h) day
after the date on which notice 1o retumn the disallowed amount was given by the GAG,

537, Ko RReimbursement For Costs Incurred Prior to Conlract. The OAG shall not be lighle 1o
reimburse the County for Allowable Cests pursuant to this Contracl when such costs were incurred prior to the
commencement ef this Comtract or are incurred afler iermination of this Comtract.

5.53.  Timing of Reguests for Reimbursement. The OAG may decline to reimburse the County for
any services not properly billed to the OAG within the next three (3) billing eyeies immediately following the
month in which the County provided the services.

354, NoReimbursement When Non-Compliance with Inventory Contral Reguests or Denjal ol
Access to Records. The OAG shall not be fiable to reimburse the County for Allowable Costs pursuant 1o this
Contract from the date that any personnel employed or retained by the County subject to this Contract fail o
comply with OAG invenatory conirol requests or [zl to grant immediate access to all books. records and
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equipment subject 10 this Contract to representatives of the United Siates Department of Health and Human
Services ("HHS"). the Comptrotler General of the United States. the OAG. the Staie Auditor. or their agents and
representatives for purposes ol inspecting. moniloring, auditing, evalualing, or copying such items. The OAG
shall continue to have ne obligation 1o reimburse the County for such Allowable Costs unti said personned
comply with the inventory control requests and/or grant sccess to such books, records and equipment.

5.5.5. feimbursement Subject to Federal Approval. 1tis expressly undersiood and agreed by the
partics bereto that any and ot of the OAG's oblizgations hereunder are contingent upon the existence of 2 Siate
Plan lor Child Support Enforcement approved by the federal Office of Child Support Enforcemeni providing for
the statewide program of child support enforcement pursuant to e Social Security Act. and on the availability
of federal financial participation for the activities deseribed herein. in the event that the State Plan should be
disapproved, or the availebility of federal financial participation is otherwise terminated. the OAG shall
discontinue payment hereunder and notify the County within ten (10) days of such fact in wriling. except that
the OAG shall reimburse the County for any costs incurred pursuant e this Contract for which the OAG
receives money from the federal Office of Child Support Enforcemant.

5.5.0. Countv Refund of Qverpayments. The County shall refund to the GAG within thiriy (30)
ealendar days uny sum of money which has been paid to the County which the OAG and the County agree has
resulied in an overpayment to the County, provided that such sums may be offset and deducted from any amoun!
owing but unpaid to the County.

5.5.7. Withhotd of Funds Upon Loss. Bamage. or Thefl of Equipment. Upoen the loss, damage, or
thefl of any OAG provided equipment. the OAG may withhold an amoeunt equal to the [air market value of the
equipment until {inal resolution of County liability (and any required payment to the OAG, il any) under the
“Property Management, Accourdabitity and Maintenance™ section of this Contract.

5.6. Audit and lavestieation.

36.1.  The County understands that aceeptance of funds under this Contract acis as aceeptance of the
suthority of the State Auditor's Office. or any successor agency. 1o conducs an audit or investigation in
cannection with those {unds. The County Turther ugrees to cooperate fully with the State Auditor's ofTice or its
suceessor in the conduct of the audit or investigation, including providing all records requested. The Counly
shall ensure that this clavse concerning the authoriy to avdit funds received indirectly by subcontractors through
the County and the requirement Lo cooperate is included in any subcontract it awards,

5.7. Financial Teris,

5.7.1. Buy Texas. In sccordance with §2153.444 1, Texes Government Code, the County shall, in
performing any services under this Contract. purchase produets and materials produced in Texas wien they are
available at a comparable price and in a comparable period of time to products and materials produced outside Texas.

5.7.2, Lenislative Approprigtions. All oblizations of the OAG are subject 1o the gvailability of
legistative appropriations and. for federally funded procurements, 1o the availability of federal funds applicable
1o this procurement. The parties acknowledge that the ability of the OAG to make payments under this contract
is contingeni upon the continued availability of funds for the Child Support Enforcement Stratepy and the Siate
Disbursement Unit Strategy (collectively ~Strategies™). The parties acknowledge that funds are not specifically
appropriated for this contract snd the OAG’s continual ability 1o make payments under this coniract is
contingent upon the (unding levels appropriated 1o the OAG for the Strategies for each particular appropriation
period. The OAG will use all reasonable efforis to ensure thot such funds are available, The parties agree that if
Rstare levels of funding for the OAG Child Suppent Enforcement Strategy and/or the Siate Disbursement Unit
Strutegy are not sufficient to continue operations withoul any operational reductions, the OAG, in its discration,
may terminate this contracy, either in whole or in part. In the event of such wermination, the OAG will not be
considered to be in default or breach under this contract, nor shall it be lable for any further payments ordinarily
due under this contraci, nor shal! it be lable for any damages or any other ameunts whieh are caused by or
associated with such termination, The OAG shall make best efforts to provide reasonable written advance notice
1o the County ol any such termination. In the event of such o termination, the County shall, unless otherwise
mujually agreed upon in writing, cease all work immediately upon the effective date of termination. The QAG
shali be Hable lor payments limited only to the portion of work the OAG authorized in writing and which the
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County lias completed. delivered 1o the OAG, and which has been accepted by the OAG. All such work shall
have been completed. per the contract requirements, prior to the effective date of termination.

5.7.3 Budgetary Limiations. The County will cooperatively provide the agreed 1o services for the
Qualifying Caselead. Notwithstanding any other tenm or condition of this Contract. these services are subject io
annual appropriation of funding by Commissioners Court into Travis County Domestic Relations Office budget
to effectively administer and enforce the agreed upon caseload. In the cvent such appropriation is nol made. the
County's obligations {except for its obligation to implement, in conjunction with the QAG. the transition plan
developed in accordance with the Posi-Termination Responsibilities section below) under this Contract shialf end
simubtancous with e termination of such appropriation. The County shall notily the OAG in writing of Tis
decision to ferminate funding within ten (10} days of the date that the decision to terminate funding is made. The
QAG (concomitantly with the cessation of the County's obligations under this Contract) shall have ne further
obligations under this Contract except for its obligation to implement, in conjunction with the County. the
transition plan developed in accordance with the Post-Termination Responsibilities section below.

5.7.4.  Provizsion of Funding by the United States. !t is expressly understood that any and all of the
QAG's oblipations and Kabilities hereunder are contingent upon the existence of a state plan for child support
enlorcement approved by the United States Deparunent of Health and Huoman Services providing for the
statewide program of child support enforcement, pursuant to the Social Security Act, and on the availability of
Federal Financial Parlicipation for the activilles described herein. In the event that such approval of the state
plan or the availability of Federal Financial Participation should lapse or otherwise terminate, the OAG shall
promptly notify the County of such fact in writing, Upon such occurrence. the OAG shall discontinue payment
hereunder and the Contract shall be terminated subject 1o the post termination responsibilities outlined in the
Termination of the Contracl Section.

5.7.5. Antitrust and Assiviment of Claims. Pursuant to 15 U.8.C. §1. et seq., and Tex. Bus. &
Comim. Code §13.01, et seq.. the County affirms that it has not violated the Texas antitrust laws or federal
amitrust Faws and has not communicated its bid for this Contract directly or indirectly 1o any competitor or any
other person engaged in such line of business, The County hereby assigns to the OAG any claims for
overcharges associated with this Contract under 15 US.C. §1, et seq.. and Tex. Bus, & Comm. Code §15.01. ¢
¢4,

6. CONTRACT MANAGEMENT

6.1. Controlled Cotrespondence,

6.1.1. In order o track and document requests for decisions and/or information pertaining to this
Contract, and the subsequent response to those requests, the OAG and the County shali use Controfled
Correspondence, The OAG shall manage the Controlled Correspondence for this Contract. For each Controlled
Correspondence documenl. the OAG shall assign a tracking sumber and the document shall be signed by the
appropriate Party’s Contract Manager,

6.1.2.  Centrolled Carrespondence shall not be used to change pricing or aller the terms of this
Contract. Controlicd Correspondence shall not be the basis of a claim for equitable adjustment of pricing. Any
changes that fnvolve the pricing or the terms of this Contract must be by o Contract amendment, However, the
Comurolied Correspondence process may be used to document refinements and interpretations of the provisions
althis Contract and to document the cost impacts of proposed changes.

6.1.3.  Controtled Correspondence documents shatl be maintained by both Parties in on-going logs,
Any communication not generated in accordance with such process shall not be binding upon the partics and
shatl be of no effect.

8.2, Notices.

6.2.1. Written Notice Delivery. Any notice required or permiticd to be given under this Contract by
one party Lo the other party shall be in writing and shalt be addressed to the receiving party at the address
hereinafter specified (except as provided in the Discretionary Termination Section below). The notice shall be
deemed lo have been given immediately il delivered in person 1o the recipient's address herginafier spectfied. It
shall be deemed to have been given on the date of certified receipy if placed in the United States Mail, postage
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prepaid, by registered or certified mail with retuen receipt requesied, addressed Lo the receiving pariy at the
address hereinafter specified.

6.2.0.1. Countv Address, The address of the County for all purposes under this Contract and lor
all notices hervunder shall b

The Honorable Sarsh Echbardt {or successor in office)
County Judge of Travis County

PO Box 1748

Austin, TX 78767

with copies to {registered or certified mail with return receipt is not required for copiesh:

Mr. Scot Doyal {or successor in office)

Executive Director, Travis County Domestic Relations Qffice
PO Box 1495

Austin. TX 78787

6,2.1.2,  BAG Address. The address of the OAG for all purposes under this Contract and for !
notices hereunder shal be:

Mara Flapagan Friesen {or successor in office)

Deputy Attorney General for Chitd Suppon (1V-D Director)
Office of the Atorney General

PO Box 12017

Austin, Texas 787112017

with copies to (regislered or certified mail with return receipt is not required for copies):

Clayton Richter {or spgcessor in office)
Muanaging Atlorney

Policy. Legal and Program Operations
Transactional Atorneys

PO Box 12017 (Mail Code 044)
Austin, Texas 787112017

6.3, Contract Manavers.

6.3.1. The OAG Contract Manauer.

Karla McDougs! {or successor in office)
Manager, CSD-Government Coniracts

Office of the Anorney General

PO Box 12017 {Mail Code 062}

Austin, TX 78711

Ematl address: karla.medougalifrong fexas.gov
Phone; {312} 460-6167

Fax: (312) 460-6988

6.3.2, County Conlract Manaver,

Mr. Scot Doyal {or successor in office)

Exceutive Director, Travis County Domestic Relmions Office
PO Box 1493

Austin, TX 78767

Emuil: scot.doyaidi traviscouniyix.gov

Plone: {5123 854-9674
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6.4, Propertv Liaisons,
G.4.1. The OAG Properiy Manaser.

Properiy Management

Olfice of the Atierney General
PO Box 12548, Maul Code 064
Austin TR 78711

6.4.2, Couniy Properiv ELiaison,

Tammic Aragon {or successor in office)
Travis County Domestic Relations Office
PO Box 1495

Austin. TX 78767

Tammic.aragond 1TavIsCOUnLyix.gov

6.5. Chanve of Notice Address. Each party may change the address for nolice to it by giving notice of
tive address change as provided in this section. Netices of change of address shall be effective on the teath (10th)
calendar day following receipt of such notice,

6.6.  No Asstenment by County. The County will not assign its rights under this contract or delegute the
performance of its duties under this contract without prior written approval from the OAG. Notwithstanding
anything 1o the contrary in the Texos Business Organizations Code or any other Texas or other state statute a
merger shall not act to cause the assumption, by the surviving entity or enlities, of this Contract and/or its
associated rights and duties without the prior written approval of the OAG. The term “merger” as used in ihis
Section includes, without limitation. the combining of two corporations into a single surviving corporation, the
combining of two existing corporations to form a third newly created corporation; or the combining ol a
corporation with another {orm of business organization.

6.7.  Subcontraciing Approval Required. It is contemplated by the parties hereto that the County shall
conduct the performances provided by this contract substantially with its own resources and through the seevices
of its own staff. In the event that the County should determine that # is necessary or expedient lo subcontract for
any of the performances specified herein. the County shall subcontract for such performances enly alter the
County has transmitted to the OAG a true copy of the subcontract the County proposes to execule with a
subcontractor and has obtained the OAG's writien approval lor subcontracting the subject performances in
advance ol executing a subcontract. The County. in subcontracting for any performances specified herein.
expressly understands and acknowledges that in entering into such subcontracl{s). the OAG is in no manner
Hable 10 any subcontractor(s) of the County, In no event shall this provision relieve the Coumty of the
responsibility for ensuring that the performances rendered under all subcontracts are rendered so as 1o comply
with all terms of this procurement.

6.8. Reporting Fraud. Waste or Abuse. The County must report any suspecied incident of fraud. wasle or
abuse associated with the performance of this Contract to any one of the following listed entities:

. the Contract Manager;

« the Deputy Birector for Contract Operations, Child Support Division:

® the Director, Child Support Division;

» the Deputy Director. Child Suppart Division:

" ihe OAG Ethics Advisor;

s the OAG’s Fraud. Waste and Abuse Prevention Program ("FWAPP™) Hotline (866-352-
7937} or the FWAPP E-mailbox (FWAPP oag lexas pov);

s the Siate Auditor's Office hotline lor fraud (1-800-892-8348),

6.8.1.  The report of suspecied miscondue! shall include (i known):

s [he specific suspected misconduct;
s the names of the individual{s¥entity(ies) invelved:
o the date(sWlacation(s) of the alleged octivity(ies);
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= the names and ali available contact iformation {phone numbers, addresses) of possible
wilnesses or other individuals who may have relevant information; and
» gny documents which tend 10 support the ollegations,

6.8.2.  The words fraud. waste or abuse as used in this Scction have the following meanings:
6.8.2.0,  Fraud is the use of one’s position lor oblaining personal beneli (including bencfi lor
family/iriends) through the deliberate misuse or misapplication of resources or assels.
6.8.2.2. Wasle is the extruvagant careless or needless expenditure of funds or consumption of
property that results from deficient practices, sysiem controls, or decisions.
6.8.2.3.  Abuse is the misuse of one's position, title or autharity to obiain a personal benefit
{including benefu for lamily/Iriends) or lo attempt Lo damage someone clse.

6.9.  Cooperation with the OAG. The County must ensure that it cooperates with the OAG and other state
gr lederal administrative agencies. at no charge to the OAG, for purposes relating to the administration of this
Contract, The County sgrees 1o reasonably cooperate with and work with the OAG's conlractors,
subcontructors, und third party represeniatives as requested by the OAG.

6,10, Dispute Resolution Process {or County Breach of Contract Claim.

6.10.1.  The dispule resolution process provided for in Chapter 2260 of the Government Code shall be
used, as further described hereln, by the OAG and the County 1o attempt to resolve any claim for breach of
contract made by the County.

6.10.2. A claim for breach of Contract that the parties cannot resolve in the ordinary course of
business shall be submitted to the negotiation process provided in Chapter 2260, Subchapter B, of the
Government Code. To initinte the process. the County shall submit written notice, as required by subchapier B,
to the Depuly Attorney General for Child Suppornt, Office of the Atlorney General, PO Box 12017 (Mail Code
(33), Austin, Texps 787112017, The notice shal specilically state that the provisions of Chapler 2260,
Subchapter 8B, are being invoked. A copy of the notice shall also be given to all other representatives of the
parties otherwise entilled 1o notice. Compliance with Subchapier B is a condition precedent to the filing of o
contested case proceeding under Chapter 2260, Subchapter C. of the Government Code.

6.10.3.  The contested case process provided in Chapler 2260, Subchapter C. of the Government Code
is the sole and exclusive process for seeking a remedy for any and ali alleged breaches of coniract by the OAG if
the parties are unable to resolve their disputes under the negotiation process,

6104, Compliance with the contested case provess is a condilion precedent 1o seeking consent Lo sue
{rom the Legistaiure uwnder Chapter 107 of the Civil Practices and Remedies Code. Neither the execution of this
Contract by the QAG nov any olher conduct of any representative of the OAG relating to the Contract shall be
considered a waiver of sovereipn immunity (o suit,

6.10.5.  The submission. processing and resolution of a claim lor breach of contract is governed by the
published rules adopted by the OAG pursuant to Chapler 2260, as currently effective, herealier enacled or
subsequently amended.

6.10.6.  Neither the oceurrence of an event nor the pendency of a ¢laim constiutes prounds for the
suspension of performance by the County. in whole or in part,

7. INFORMATION PROTECTION PROVISIONS
7.1 General.

7.1.1 Survival of Provisions.

7.0.0.0. Perpetual Survival and Severability,

7101 The OAG righis and privileges applicable 1o OAG Data shall survive expiration
or any lermination of this contract, and shall be perpetual.
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70002 Asanexception to the foregoing perpetual survival, if certain OAG Data
become publicly known and made generally available through no action or inaction of the County. then the
County may use such publicly known OAG Data to the same extent as any other member of the public.

7.0 LL3 Ifany term or provision of this contract, Including these Information Pretection
Provisions, shafl be found (o be iflegal or unenforceable, it shall be deemed independent and divisible, and
notwithstanding such illepality or unenforeeability. all other terms or provisions in this eontract, including these
Information Protection Provisions, shall remain in (ull force and efTect and such term or provision shall be
deemed to be deloied.
712 Anplicability,
7.1.2.1.  References in the Information Protection Provisions,

70205 Al references to “OAG™ shall mean the Office of the Atoracy General,

7.1.2.1.2. All relerences to "OAG-CSD 1807 shal! mean the Office ol the Attorney
General-Child Support Division Information Security Officer.

7.1.2.0.3. Al references to “County™ shall mean Travis County.

7.1.2.0.4. Al relerences 1o ~County’s Agents™ shall mean County’s officials, employees,
apents. consultants, subcontractors, and representatives. and all other persons that perform Contract Services on
County’s behall.

7.0.2.1.5. Al references to “Contract Services™ shall include activities within the scope of
the executed contract.

7.0.2.1.6. Al references o “OAG Data”™ shall mean all data and information (1) originated
by the OAG or. (1) which the County accesses from OAG information systems. This contract requires the
County to retrieve data {rom the courts and other sources and create data within the Texas Child Support
Enforcement Sysiem. OAG Data does not include data and information originated by the County in the
performance of its statutory responsibiiities. Gov't Code Chapier 352 defines the exclusive mechanism for
determining whether OAG Data are subject to public disclosure. However, data that is publicly known and
generally available to the public is not subject to these Information Protection Provisions.

7.1.2.1.7.  Albrelerences 1o "OAG Customers™ shall mein any person or entity thal
delivers, receives, accesses, or uses OAG Data.

7.1.2.1.8.  Theterm "Security Incident” means an oceurrence or event where the
confidentiality. infeprity or availability of OAG Data may have been compromised and includes, withowt
fimitation, a failuare by the County 1o perform its obligations uader the “BData Security”™ and “Physical and
System Security™ subsections below.
7022, Inclusion in ali Subcontracls.

70221, The requirements of these Information Protection Provisions shall be included
in, and apply to, all subcontraces and any agreements the County has with anyone performing Contract Services
on the County’s behalfl

7025, Third Pariigs,

7.0.2.3,1.  This contract is benwveen the County and the OAG. and is not intended to create
any independent cause of actien by any third party, individual. or entity against the OAG or the County.

7.1.3. Tenmination for Non-Campliance.

7135 lathe event thit either the County or the Counly's Agent fails lo comply with any of the
Information Protection provisions. the OAG may exercise any remedy, including immediate termination of this
contracl.

7.1.4, Personnel Briefings Traiming and Acknowleduements.,
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7.0.4.1.  The County shall ensure that all persons having access (o data obtained from OAG
Systems are thoroughly bricfed on related sceurity procedures. restricied usage. and instructions requiring their
awareness and compliance. County’s Agents shall only be pranted aceess {o OAG Systems after they have
received all required security training and have executed all required security agreements, acknowledgments,
and certificntions,

7042, The County shall ensure that all County Personnc! having sccess o0 OAG Duta receive
annual reorienialion sessions when offered by the OAG and all County Personnel that perform or are assigned to
perform Contract Services shall re-execute, andfor renew their accepiance of, all applicable seeurity documents
1o ensure that ey remain current reparding all security requirements.

7.1.5, Kev Person Dependence or Collusion.

7.1.5.1. The Counly shall protect against any key-person dependence or coftusion by enlorcing
policies of separation of duties, restricted job responsibilities, audit logging, and job rolation.

7.2 Daia Security,
721, Riehis in OAG Data,

7.2.0.1.  The County and Couniy's Agents possess no special right 1o aceess, use or disclose
0AG Data as a result of the County's contractual or fiduciary relationship with the OAG. As batween the OAG
and the County. all OAG Data shall be considered the property of the OAG and shall be deemed confidential,
The County bereby irrevocably assigns, transfers, and conveys, and shall cause County™s Agents to irrevocably
assign, transfer, and convey to the QAG without {urther consideration all of'its and their riglt title and inferest (o
GAG Data. Upon request by the OAG. the County shall execute and deliver and shall cause County’s Apgents to
execuie and deliver 1o the OAG any documents thal may be necessary or desirable under any low to preserve or
enable the OAG o enforee its rights with respect 1o OAG Data,

7.2.3. Use ol OAG Data,

7.3.2.4.  OAG Daia have been, or will be, provided 1o the County and County’s Agents solely
for use in connection with providing the Contract Services, Re-use of OAG Data in any form is not permitted.
The County agrees that # will not access, use or disclose OAG Data for any purpose not necessary for the
perfonmance of its duties under this contract. Without the OAG's approval (in its sole discretion). neither the
County ner County's Agenis shall: {i}) use OAG Data other than in connection with providing the Contract
Services: {ii) disclose, sell, assign, lease, ar otherwise provide OAG Data to third parties. including any local.
siate, or Federal legislative bady; {iif) commereially exploit OAG Data or allow OAG Dato o be commerciatly
exploited: or (iv) create, distribute, or use any electronic or hard copy maiting list of OAG Custamers lor
purposes other than In connection with providing the Contract Services. However, nothing in this contract is
intended to restrict the County from performing its other authorized duties. For example, the duty to disseminate
copies of court orders to requesting parties that necessarily includes data such as names and addresses.

7.2.2. L% The County or County’s Agemis may, however, disclose OAG Data to the extent
required by law or by order of a court or governmental agency; provided that the County shall give the OAG,
and shall cause County’s Agents to give the OAG. notice as soon as it or they are aware of the requirement; and
use iis o their besi efforts to cooperate with the OAG if the OAG wishes 1o obtaln a protective order or
otherwise protect the confidentiality of such OAG Data. The OAG reserves the right 1o obiain a protective order
or otherwise protect the confidentinlity of OAG Dawa.

122,12, Inthe event of any unauthorized disciosure or loss of OAG Date. the County
shall immediately comply with the NMotice subsection of the Security Incidents subsection set forth below,

7.2.3. Stagutory. Resulatory and Policy Compliance.

7.2.3.1. The County agrees to comply with all OAG pelicies, standards and requiremenis, state
and lederal statates. rules, regulations. and standards regarding the protection and confidentiality of OAG Data,
for which it bas received notice, as currently effective, subsequently enacted or as may be amended. The
existing requirements (hat are applicuble 10 the County's obligations under (his contract are included in this
Contract. The County shall also comply with any requirements set forth in Section 9.0, “Computer System
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Security” of the IRS Publication 1675 (Rev. 09-2016) and Jdaaclment Five 1o tis Contract: United States
Internal Revenue Service Requirements for the Safeguarding of Federal Tax Information Including Federal Tax
fteturns and Return Information™,

7.2.4. Data Retention and Desiruction,

7240, Within six (6) months of contract award. the County and the OAG shall develop a
mutually agreed upon detailed schedule for the retention and possible destruction of OAG Data. The schedule
will be based upon the Contract Services being performed and the Counly's limited authorization to access, use.
and disclose OAG Data. The Coumy shall retain all OAG Data until such schedule is developed. Subsequent 1o
developing and agreeing upon that schedule, the County shall:

7.24.1.1.  Resin and destroy OAG Dala in accordance with the detailed schedule for its
retention and destruction (According 1o IRS Publication 1075 (Rev.09-2016);

7.2.4.1.2.  Destroy or purge OAG Data in & manner consistent with state policy and Federal
regulations [ar destruction of private or confidential data and in such a way so that the Data are unusable and
irrecovernble;

7.2.4.1.3.  Deslroy all hard copy OAG Data by shredding to effect 5/16 inch wide or
smaller strips and then either incinerating or pulping the shredded material; and

72404, Within five calendar doys, excluding weekends and holidays. of destruction or
purging. pravide the OAG with a compleled OAG-Child Suppert Division “Cenificate of Destruction for
Countics and Vendors;™ a copy of which is altached hereto and included herein (Aaachuenr Siv),

7.2.4.2.  In the event of contract expiration or termination for any reason, all hard-copy OAG
Data shall {in aceordance with the detailed retention schedule agreed (o by the County and the OAG above)
ehher be destroyed or rejurned 1o the OAG. H immediate purging of all data storage components is niol possible,
the County agrees that any OAG Data remaining in any storage component will be protected to prevent
unauthorized disclosures,

7.24.2.4  Within twenty (20} business days of contract expiration or termination, the
County shall provide the OAG with a signed statement dewailing the nature of the OAG Datza retained, type of
storage media. physical location(s), and any planned destruction date.

7.24.3.  Inits sole discretion, the QAG may waive notification requirements or request
reagsonable changes 1o the detaifed schedule for the retention and destruction of QAG Data.

7.2.5, Request 1o County for Conlidential or Public Information.

7.2.5.1.  The Counly and Caunly's Agents expressly do not have any actual or implied authority
to determine whether any OAG Data are public or exempted from disclosure, Tex. Gov't Code Chapter 552
defines the exclusive mechanism for determining whether OAG Data are subject 10 public disclosure. The
County is not puthorized to respond 10 public information requests on behalf of the OAG, The County agrees o
forward 1o the OAG. by acsimile within one (1} business day from receipt all request(s) for information
associated with the County’s services under this contract. The County shall lforward any information requusts to:

Public Information Coordinator

Office of the Attorney General

Fax {512} 494.8017

Emall address: Publicrecordsqd oag lexas.gov

7.2.6. General Administrative Protections,

7.2.6.1.  Avall times the County shall be fully responsible lo the OAG for the security of the
storage, processing, compilation, or transmission of all GAG Data 1o which it has access. and of all
equipment, storage {acilities, and transmission facilities on which or for which such OAG Data are stored,
processed, compiled. or transmitted.

7.2.6.2.  The County (and County’s Agents) shall develop and hmplement internal protection
systems, including information security access lists and physical sceurity aecess lists (the “access protection
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fists™), designed 1o protect OAG Data in accordance with applicable low and the provisions for Data Security.
Physical Security, and Logical/Information System Prolections contained in this contract. The access prolection
fists shall document the name and other identifying data for any individual authorized 10 access, use or disclose
OAG Data. as well as uny special conditions and limitations applicable to each authorization.

7.2.6.2.1, The County shall remove individuals from or change the nceess rights of
individuals on the opplicable access protection list immediately upon such individual no longer requiring cenain
sccess. At least quarterly, the OAG shall send the Couniy o list of Texas Child Support Enforcement Sysiem
users and the County shall review and update its access protection lists and pnsure that the access protection lists
aceurately rellect the individuals and their access level currentiy authorized.

72.6.2.2. The OAG shall have the right to review the County's inlernal protection sysiems
and access protection lists for oll areas of the work site(s). The OAG may. with or without cause, and without cost
or lability, deny or revoke an individual's access 1o OAG Data and information and any of its systems. [f any
authorization is revoked or denied by the OAG. then the County shall immediately use its best efforts to assist the
OAG in preventing aceess, use or disclosure of OAG Data and the County shall be given notice of the denial,

7.2.6.2.3. The QAG. in its sale diserelion and without consulting the County, may
immediately 1erminate OAG system access for anyone performing services under this contracl,

7.2.6.24.  The County shall immediately notify the OAG Contract Manager when any
person the County authorized o access OAG sysiems is no longer asthorized to have such aceess. This notice
inctudes re-assigned or tenminated individuals.

7.2.6.3.  The County's physical access security and logical access security systems must track
and log all access atfempts and lailures. The aceess security sysiems must produce aceess logs on request. These
logs must idemify all access failures and breaches, Notwithstanding anvihing 1o the contrary in this Contract, the
physical access and logical access security sysiems access fogs lor any particular calendar year must be retained
for a perind ol seven (7) calendar years after the last calendar day of the calendar year in which they were
created. Thus a Tog created on January 1. 2007 may be disposed of, with alk other systems access logs created in
2007, on January 1, 2015, AH physieal access and Jogical access securily systems fogs must be stared 1o
clectronic media. Any stored Jog must be produced {or viewing access and copying upon request of the OAG
within five (5) businuss days of the request.

7.2.6.4.  The County shali maintain appropriate audit trails 1o provide accountabiiity lor use and
vpdates o OAG Data, charges, procedures, and performances. Audis trails maintained by the County shall. ata
minimum, identify the supporting documentation prepared by the County to permit an audit of the system by
tracing the activities of individuals through the system. The County 's automated systents must provide the
means whereby authorized personne! have the ability to audit and to verify contractually required performances
and to establish individual accountability lor any action thal can potentially cause access to, generation of, or
modification of OAG Data. The County agrees that the County's faiture to maintain adequaic audit trails and
corresponding documentation shall create o presumption that the services or performances were not performed.

7.2.7. Physical Securiiy,

7.2.7.1.  The computer site and related infrastructures (e.g. information system servers, protecied
inierface equipment, associated peripherals, communications equipment. wire closels, pateh pancls, ele,) musl
have physical sccurity that a1 alf timey protects OAG Data against any unasthorized access 1o, or rouling
viewing of, computer devices, access devices, and printed and stored data,

7.2.7.2. Data accessed shall always be maintained in a secure environmeni (with limited access
by mnthorized personnel both during work and non-work hours) using devices and methods such as, bul net
fimited to: alarm systems. focked containers ol various lypes. fireproof safes, restricted arcas, locked rooms,
focked buildings, identification systems. guards, or other devices reasonably expecied to prevent loss or
unauthorized removal of manually held data, The County shall also protect against unauthorized use of
passwords, keys, combinations. access logs, and badges.
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7.3.7.3.  The County ugrees that the systems operation room {which ouses network equipment.
servers and other centralized processing hardware) shall be accessible only by swhorized IT personnel or
executive management,

7274, Insitualions such as remote terminals, or office work sites where all of the reguirements
of a secure arca witls restricted access cannot be maintained, the equipment shall receive the highest level of
profection This protection must include (where communication is through an external. non-organization-
controlied network ez the Intemnet]) multifactor suthentication that is compliant with NIST SP 800-63-2,
Electronic Authentication Guidance level 3 or 4, and shall be consistent with Scction 4.7, ~"Telework Locations™
and Section 9.3.11.9, "Alernate Worksite (PE-17)" oi IRS Publication 1075 {(Rev. 09-2016).

7.2.7.5.  The County shali protect information systems against environmental hazards and
provide appropriate environmental protection in facilities containing information systems.

7.2.8. Lorical/information Sysiem Proleciions.

7.2.8.1.  The County shall take ol reasonable steps 1o ensure the fogical security of all
informution systems used in the performance of this Contract, including:

7.2.8.1.1.  Independent oversight of systems administrators and programmers;

7.2.8.1.2.  Restriction of user. operator, and administrator accounts in accordance with job
duties;
7.2.8.1.3.  Authentication of wsers o the operating system and  application software
Proprams:

7.2.8.1.4.  The County shall adhere to OAG-approved access methods. and the protection
and use of unfgue identifiers such as vser identifications and passwords;

7.2.8.1.5.  The Counly shall have an authorization process for user access and privileges.
Any dceess not granted 15 prohibited;

7.2.8.1.6.  The County shall maintain an access protection list that details the rights and
privileges willt respect 1o cach such vser;

7.28.0.7. Audil trails for user account adds, deletes, and changes, as well as, access
atiempts and updates to individual data records; and

7.2.8.1.8.  Protection to prevent unauthorized processing in or changes 1o soflware,
systems, and OAG Data in the production environment.

72,82, The County shail implement protection for the prevention, detection and correction of
processing {aflure, or deliberate or accidental acts thut may threalen the confidentiality. availability. or integrity
of OAG Data.

7.2.8.3.  The County shall implement counier-pretection against malicious sofiware an the
County’s infernal systems used in coniract performance.

7.2.84.  The County shailf ensure that relevam Security Incidents are identified. monitored,
analyzed, and addressed.

7.2.8.5.  The County shall apply a high-icvel of protection toward hardening all security ond
crifical server communications platforms and ensure that operating system versions are kepi current.

7.28.6.  The County shall adhere to mutually agreed vpon procedures for authorizing hardware
and seftware changes. and Tor evaluation of their security impact.

7.2.8.7.  The County shall institute a process that provides lor immediate revocation of g user’s
access rights and the tfermination of the connection between systems, if warranted by the nature of any Security
Incident.

7.6, Encryption.
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73.9.1.  OAG Datg musi be enerypted while at rest on any media {e.g.. USD drives. laplops,
workstations, and server hard drives), in transmission. and during transpont (i.e. the physical moving of media
conipining OAG Data). OAG Data must be encrypted using current FIPS validated cryptographic modules. The
OAG will specify the minimum encryption level necessary. Any change to this minimum cacryption level will
be communicmed b writing (o the County by the OAG Contract Manager. The County shall adhere 1o mutualiy
sureed upon procedures for data transmission.

7.2.0.2.  OAG Daia are not allowed on mobile/remote/poriable storage devices: nor may siorage
media be removed from the lacility used by the Counaty. The County may submit. 1o the OAG Contract
Manager, a writlen request for an exception to these prohibitions. A granted exception will be communicated in
writing (o the Counly by the OAG Contract Manager. Il the OAG finds it necessary to aljow storage media to be
removed lrom a facility used by the County, the OAG will specify the circumstance(s) under which storage
media muy be removed. This prohibition does not apply to County Informalion Systems backup procedure.
Counly Information Systems backup procedure is subject to the United States Internal Revenue Service
requirements set forth in Section 9.3.6.7. “Information System Backup (CP-9)" of IRS Publication 1075 (Rev.
09-2016) and Aachment Five entitled “Unied States internal Revenue Service Requirements for the
Safleguarding of Federn! Tax Information Including Federal Tax Returns and Return Information”.

7.3. Security Audit,

7.3.1. Right to Audit, Investinale and Inspect,

7.3.1.1.  Without notice, the County shall permit, and shall require County™s Agents o, permit
the OAG. the State Auditor of Texas. the United States Internal Revenue Service, the Uniled States Department
of Health and {luman Services and the Comptrolier General of the United States to:

7.3.1.0.1. Monitor and observe the operations of, and to perform security investigations,
audits. and reviews of the operntions and records of, the County and County’s Agents;

7.3.1.0.2,  inspect its information system in order to assess security at the operating system.
network, and applicstion levels: provided. however, that such assessment shall not interfere with the daily
operations of managing and running the system;

73083, Enter into the offices and places of business of the County and County’s Agenis
for a security inspection of the {acilities and eperations used in the performance of Contract Services. Speeilic
remedial measures may be required in cases where (he County or County’s Agenls are found to be noncompliani
with physical and/or daia security protection.

7.3.0.2. When the OAG performs any of the above monitoring, observations, and inspections,
the OAG will provide the County with reasonable notice that conforms to standard business audit protocol.
However prior notice is not always possible when such functions are performed by the State Auditor of Texas,
the United States Internal Revenue Senvice. the United States Depariment of Healily and Human Services and
the Comptroller General of the United States, In those instances the QAG will endeavor to provide as much
notice as possible but the right 1o enter without notice is specifically reserved.

73,13, Any audit of documents shall be conducied ot the County's prineipal place of business
and/or the location(s) of the County's operations during the County's normal business hours and at the OAG's
eapense, The County shall provide o the OAG and such auditors and inspectors as the OAG may designate in
writing, on the County 's premises, (or il the audit is being performed of a County’s Agent, the Agent’s
premises, il necessary) the physical and techaical support reasonably necessary for the OAG auditors and
inspeciors 1o perform their work,

7.3.1.4.  The County shall supply 1o the OAG and the State of Texas uny data or reporis rendered
or available in conjunction with any security audit of the County or County™s Agents if those reports periain, in
whole or in part. 1o the Contract Services, This obligation shall extend to include sny repon(s) or other data
generaied by any security audit conducted up to one (1) year alter the date of termination or expiration of the
contract,
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7.4. Response (o Security Incidents.

74.1.  The County shall respond to detected Sceurity incidents. The County shall maintain an
internal incident response plan to facilitate @ quick. effective and orderly response to information Sceurity
Incidents, Agrachment Seven is the County's current internal incident response plan. Any changes to this incident
response plan may require OAG approval (which approval shall not be unreasonably withheldy and may be
made by Conirolled Correspondence,

7.4.1.1,  The incident respense plan should eover such topics as:
74000, Anitial responders
74,102, Containment
74,003, Management Notification
7.4.1.1.4.  Documentation of Response Aclions
7.4.1.1.5.  Expeditious confirmalion of system integrity
7.4.1.1.6.  Collection of audit trails and similar evidence
7.4.1.1.7.  Cause analysis
7.4.1.1.8.  Damage analysis and mitigation
7.4.1.0.9.  Inlernal Reporting Responsibility
74.5.1.10. External Reporting Respensibiiity

7.4.1. 1,110 OAG Contract Manager’s and OAG-CSD [SO's name, phone number and email
address.

74.2.  Notice

7.4.2.1.  Within one (1) hour of discovering or having any reason to believe that there has been,
any phiysical, personnel, system, or OAG Data Security incident the County shall initiate risk mitigation and
notify the OAG-CSD 1SO and the OAG Contraet Manager, by tefephone and by email, of the Security Incident
and the initin] risk mitigation steps taken. The County must also notify the Treasury Inspector General for Tax
Administration in the County by phene (713-209-3711). I unable 1o contact the County office. contact the
National Office at Hotline Number: 800-389-3718,

7.4.2.3.  Within nwenty-four (24) hours ol the discovery, the County shall conduct a preliminary
risk anafysis of the Seeurity Incident; commence an investigation into the incident; and provide & wrilien report
wtilizing the attached Security Incident Report (Crtachment Eighry 1o the OAG-CSD 150, with a copy 1o tie
OAG Contract Manager ully disclosing all information relating 1o the Security Incident and the results of the
preliminary risk analysis. This initial report shall inciude, at a minimum: nature of the incident {c.p., data
loss/corruption/intrusion); cause(s); mitigation efforts; corrective actions; and estimated recovery time.

74.23.  Each day thereafier until the investigation is complete, the County shali:

74231 Provide the OAG-CSD 1SO, or the OAG-CSD 1SO's designee, with a daily oral
or emal} report regarding the investigation status and current risk analysis; and

7.4.2.3.2.  Confer with the OAG-CSD 150 or the QAG-CSD 180°s designee, regarding the
proper course of the investigition and risk mitigation,

74.24. Whenever daily oral reports are provided, the County shail provide. by close of
business cach Friday. an emaif report detailing the foregoing daily requirements.
7.4.3. Finad Report.

74.3.1 Within five (3) business days of completing the risk analysis and investigation. the
County shall submit a written Final Report to the OAG-CSD ISO with a copy to the OAG Contract Manager,
which shall include:
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74310, A detiled explanation of the cause(s) of the Secwrity Incident;

7.4.3.0.2. A detailed description of the nature of the Sccurity Incident. including, but not
limited to, extent ol infruder activity (such as tiles changed. edited or removed: Trojans). and the particular
CAG Data alfected: and

7.4.3.1.3. A specific cure for the Sceurity Incident and the date by which such cure shali be
implemenied, or i the cure has been put ip place, 3 cortification o the OAG that stales: the date that the County
implemented the cure and a deseription of how the cure protects against the possibility of a recurrence.

7.4.3.2. I the cure has not been put in place by the time Lhe report is submitted, the County shall
within thirty (307 calendar days alter submission of the final report, provide a cerlification 10 the OAG that
states: the date that the County implemented Lhe cure and a desceiption of how the cure profects against the
possibility of a recurrence,

7.4.3.3. i the County fails to provide a Final Report and Certilication within forty-five (45)
valendar days, or as otherwise agreed to, of the Security Incident. the County agrees the OAG may exercise any
remedy in equity, provided by law. or identified in the contract. The exercise of any ol the (oregoing remedies
witl nol constitute a terminution of this contract unless the OAG potifies the County tn writing prior o the
exercise of such remedy.

7.4.4, independent Riolit o Investipate.
7.4.4.0.  The OAG reserves the right to conduct an independent investigation of any Security
Incident, and should the OAG choose 1o do so. the County shal! cooperate lully. making resources, personnel
and sysiems access available, 11 at all possible. the OAG will provide reasonable notice 1o the County that it is
going to conduel an independent investigation,
7.5, Remedial Action.

7.5 Remedies Mot Exclusive and Injunctive Relief

7.5.1.8E The remedies provided in this section are in addition 10, and not exclusive of, all other
remedies available within this contract. or al law or in equity. The OAG’s pursuit or non-pursuit of any ong
remedy for a Secority Incident{s) does not constitute o waiver of any other remedy thot the OAG may have o
law or equity.

7.5.1.2.  Ifinjunctive or other equitable reliel’is available, then the County agrees that the QAG
shali not be required to post bond or other security as a condition of such reliel!

7.5.2. Notice and Comnensation 1o Third Partics.

7.5.2.0.  Inthe event of a Sccurity Incident, third-party or individual data may be compromised,
7.

5.2.2.  Subject to OAG review and approval. the County shall provide notice of the Security
Incident, with such nntice to include:

7.5.2.2.0, A brief description of what happened;
7.5.2.2.2 A description, to the extent possible, of the types of personal daa that were
involved in the security breach (e.g., ull name. SSN, date of binh. lome address, account number. et )

75223, A brief deseriplion of what is beinp done 1o Investigale the breach, mitigate
Ipsses, and to protect against any further breaches;

7.5.2.24.  Contaci procedures {or those wishing o ask questions or learn additional data.
inciuding 4 telephone number, website, i available. and posial nddress; and

7.53.2.2.5. Instructions for accessing the Consumer Protection Ideniity Thell section of the
OAG website,

7.5.23.  The County and the OAG shall mutually agree on the methodelogy for providing the
notice required in this subsection. Neither party shall unreasonably withhold such agreement; however the
notice method must comply with the notification requirements of Section 321.053, Texas Business and
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Commerce Code {as currently enacted or subseguently ameaded). Provided further that the County must also
comply with Section 321.033"s "consuiner reporting agency ™ notification requirements.

7.5.24. i the County does not provide the required notice, the OAG may clect 1o provide notice
of the Security Incident. The notice method must comply with Seetion 321,053, Texas Business and Commerce
Code (as currently enacled or subsequently amended). Cosis (excluding personnel costs) associated with
providing notice shall be reimbursed to the QAG by the County. If the Counly does not reimburse such cost
witlin thirty (30 calendar days of request, he OAG shall have the right to collect such cost. Additionally. the
OAG may collect such cost by oftsetting or reducing any fiiure payments owed to the County.

7.5.3. Commencement of Leial Action.

7.53.1.  The County shall nol commence any legal proceeding on the OAG™s behalf without the
OAQG's express wrilten consent,

8. AMENDMENT

8.1.  This Contract shall not be amended or modified except by written amendment executed by duly
authorized represeniatives of the OAG and the County,

5. TERMINATION OF THE CONTRACT

9.1. Termination for Convenience,

9.1.1.  The Parties reserve the right. in cach Party’s sole discretion and sole option. (o lerminate the
contract al any time, in whele or in part. withouat penalty, by providing one hundred eighty (180} calendar days
advance notice. il the Party determines that such termination 1s in its best interest.

9.1.2, In the event of such a termination by the QAG. the County shall. unless otherwise mutually
agreed upon in wriling, cease all work immediately upon the effective date of termination.

9,1.3.  The OAG shall be liable for paymenis Hmited only to the portion of work the OAG authonized
in writing and which the County has completed. delivered to the OAG, and which has been accepied by the OAG.
All such work shall lave been campleted. per the contract requirements. prior to the effective date of termination.
The OAG shali have no other liability including no lability for any costs associated with the termination,

g.2. Tecmination lor Cause/Defauly,

9.1.1. I the County [ails (o provide the Contracied Services aceording (o the provisions of this
Contract, or {ails to comply with any of the wems ot conditions of this Contract, the OAG may, upon notice of
default to the County, terminate the Contract. Termination is not an exclusive remedy. bot will be o addition Lo
any other rights and remedies provided in equity, by law or under this Contract,

922, The OAG muy cxercise any other right. remedy or privifege which may be available to it
under applicable faw of the State and any other applicable law or proceed by appropriate court action o enforce
the provisions ol this Contract, or to recover damages for the breach of any agreement being derived from this
Contract. The exereise of any of the foregoing remedies will nol constiute a termination of this Contract unless
the OAG notifies the County in wrifing prior e the exercise ol such remedy. The County will remain fiable for
all covenants under the aforesoid agreement. The County and the OAG will each be responsible for the payment
of its own legal fees, and other costs and expenses. including altorney’s fees and court costs, incurred with
respect to the enforcement of any of the remedics listed herein.

9.3, Termination of Local Rule. The County agrees that the County tocal rule which deems that the
part{y){ics} to a child support order (has) {have) made an application for Title 1V-D Child Support services shall
comtinue in effeet until the termination of this Contract (by whatever method such termination cccurs),

G.4.  Termination of Federal Waiver. The OAG agrees that iermination of the Federg! waiver which
waives the requirement [or a signed application for [V-D services shall not. by itself, constituie grounds for
termination of this Contract.

9.5, Post-Tenmination Responsibitities. Both the OAG and the County agree that, upon any lermination
of this Contract, a smoolh transfer of pending cases and of all related child support funds is in the best inlerest of
the public being served. The OAG and the County therefore agree to cooperate throughout the post-termination
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period and to implement a reasonable transition plan (Attachsient Nine, a copy of which is attached hereto and
inchuded herein) designed to achieve an efficient transfer of cases. funds, and related information in & timely
manner. The County agrees that. if requested by the QAG, the County will continue te provide services under
this Contracs for an sdditional thirty (30) calendar days beyond the termination efTeetive date, In such event the
original termination effective daie shall be extended pursuant 1o this provision.

6. Chanue in Federal or Stapte Bequirements. I federad or state faws, rules or regulations, or other
federal or state requiretmenis or guidelines are amended or judicially interpreted so that either party cannot
reasonably Fulfill this Conteact and i1 the pariies canno! agree 1o an amendment that would enable substantial
continuation of the Coniract, the parties shall be discharged from any further obligatiens under this Contract.

9.7, Righis Upon Termination. in the event that the contract is tesminated for any reason. or upon s
expiration. the OAG shall retain ownership of all associated work products and documentation with any order
that results [rom or is associated with this contract in whatever form that they exist,

9.8.  Survivat of Terms. Termination of this Contraet for any reason shall not release the Counly {rom
any liability or obligation set forth in this Contract that is expressly staied 1o survive any such termination or by
its nature would be intended 1o be applicable following any such termination.

t0, TERMS AND CONDITIONS

10,1, Federal Terms and Conditions.

10.1.1.  Compliance with Law. The County shall comply with all federal and state laws, rules,
regulations, requirements and guidelines applicable to the County: (1) performing its obligations hereunder and
to assure, with respect to its performances hereunder, that the OAG is fully and completely meeting obligations
imposed by all laws, rules, regulations, requirements. and guidelines upon the OAG in carrying oul the IV-D
program pursuant to Chapter 231 of the Texas Family Code and Title 1V, Part D. of the Social Security Act of
1933, as wnended; (2) providing services to the OAG as these laws, rides, reguations. requirements and
guidalines currently exist and as they are amended throughout the term of this Contract. Notwithstanding
anything to the contrary in this Contraet, the OAG reserves the ripht, in its sole discretion. to unilaterally amend
this Contract throughout Hs term to incorporate any modifications necessary for the OAG's or the County 's
compliance with il applicable siate and lederal faws, rules, repulations, sequirements and puidelings.

10.1.2.  Eaual Empiovment Opportunity. The County agrees to comply with all applicable duly-
enacted State and Federal laws governing equal employment opportunities. The County shall ensure that all
subeoniracts comply with the above-referenced provisions,

10.1.3,  Cerilication Revardine Debarment, Suspension. Ineligibilitv, and Exclusion [rom
Participation it Coatracts. The County cerlifies by entering into this Contract, that neither it nor its principals
are debarred, suspended. proposed for debarment, declared ineligible. or otherwise excluded from participation
in this transaction by any federal depaniment or agency. The certilication requirement of this provision shall be
inciuded in all subconiracts,

10.1.4. Records Retention and Inspection. The County shall retain all financial records, supporting
documents, statistical records, and any other records, documenis, papers or books (colicctively referred 1o as
records) relating to the performances called for in this contract. The County shall retain all such records for a
period of seven (7} years afler the expiration of the term of this contract, or until the OAG or the United States
are sptisfied that alf pudis, claim, negotiation and Hiigation matters are resolved. whichever period is longer. The
County shall grant access to all such records o the QAG, the State Auditor of Texas, the United Siates
Departiment of Health and Human Services and the Comptroller General of the United States (or any of their
duly authorized representatives) for the purposes of inspecting, auditing, or copying such records. The
requirements of this provision shall be included in all subconiracts,

10.1.5.  Environmenta! Projcction. The County shall be in compliance with all applicable standards,
orders, or requirements issued under section 306 of the Clenn Alr Act (42 USC 1857(h)) Section 308 of the
Clean Water Act (33 USC 1368) Executive Order 11738, and Environmental Protection Agency regulations (49
CFR part 13}, The requirements of this provision shall be included in all subcontracts that exceed $100.000.
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10.1.6.  Lobbying Disclosure, The County shall comply with the provisions of a federal faw known
senerally as the Lobbying Disclosure Acts of 1989, and the regulations of the Uniled Stales Department of
tHeakh and Human Services promulgated pursuant to said faw, and shall make all disclosures and cenifications
a5 fequired by law. The County must sign and return the Certification Regarding Lobbying (Araclment Ten),
atisehed hereto and incorporated hereind. This centification certifies that the County will not and has not used
federally appropristed funds to pay any person or organization {or influencing or allempting to influcnce any
officer or employee of any Federal egency, a member of Congress, officer or employee of Congress, or an
employee of a member of Congress in connection with obiaining any Federal Contract, grant or any other award
covered by 31 US.C. §1352. 1t also certifies that the County will disclose any lobbying with non-Tederal funds
that takes place in connection with obtaining any Federal award by completing and submitting Standard Form
LLL. The centification requirement of this provision shall be included in all subcontracts that exceed $100.000.

10.1.7.  Cerlification Concerning Dealines with Public Servants. The County, by sigaing this
Contract, certifies that it has not given nor intends to give at any time herealler any cconomic opporiunity, future
employment, gifl, loan, gratuity, special discount. trip, favor. or service to a public servant in connection with
this transaction,

10.2.  General Responsibilities.

10.2.1.  Independent Contractor. Tiis Cantract shall not render the County an employee. officer, or
agent of the OAG for any purpose. The County is and shall remain an independent contractor in relationship to
the OAG. The OAG shall not be responsible for withholding taxes from payments made under this Contract.
The County shall have no claim against the OAG for vacation pay. sick feave, retirement benefits, social
security, worker's compensation, iealth or disability benefits. unemployment insurance benglits, or employee
benelits of any kind.

10.2.2.  Nolmplied Authority. Any authority delegated 1o the County by the OAG is Himited to the
erms ol this Contract. The County shall nat rely upen implied authority and specifically is not delegated
authority under this Contract to:

{1} Make public policy;

(2} Promulgate. amend. or disregard OAG Child Suppon program pelicy; or

(3} Unilaterally communicate or negotiate, on behalf ol the OAG, with any member of the
LL5. Congress or any member of thiir staff, any member of the Tesas Legisiature or
any member of their staff, or any federal or state agency. However, the County is
required to cooperate fully with the OAG in communications and negoliations with
federal and ste agencies, as directed by the OAG.

10.2.3.  Force Majcure. The OAG shall net be responsible for performance of the Contract should it
be prevented from performance by an act el war, order of fegal authority, act of God. or other unavoidable cause
no! attribuable 1o the fault or negligence of the CAG.

16.2.3,].  The County shall not be liable to the OAG for non-performance or defay in
performance of a requirement under this Contract il such non-performance or delay is duce 10 one of the
{ollowing oceurrences, which occurrence must not be preventable through the exercise of reasonable diligence,
be beyvond the control of the Counly. cannot be circumvented through the use of allernate sources. work-around
plans. or other means and oceur without its fault or neglipence: fire; Nood; lightning strike; weather damage;
carthquake; tornado; hurricane; snow or ice storms; equipment break down; acts of war, terrorism, riots, or civil
disorder: sirikes and disruption or outage of communications. power. or other utility.

10.2.3.2.  In the event of an occurrence under the Force Majeure Section, the County wili be excused
from any further performance or observance of the requirements so affected for s long as such circumsiances pre vail
and the Counly continues o use commercially reasonable efforts (o recommence performance or observance
whenever and 1o whatever extent possible without delay. The County shall immediately notify the OAG Contract
Manager by telephone (1o be conlirmed in writing within five calendar days of the inception ol such oceurrence) and
deseribe at o reasonable leve! of detail the circumstances causing the nen-performance or delay in performance.
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10.2.4.  News Releases o Pronguncements. The OAG does not endorse any Yendor, commuodity, or
service. Mo public disclosures or news releases pertaining to this Contract shall be made without prior writien
approvil of the OAG.

1025, Acknowledament of Funding, The County agrees to place in any literature deseribing the
services covered under this Contract {as well as in all reports of investigations, studies, and other materials}
notices acknpwledging the funding provided by the OAG and the federal Office of Child Support Enforcement
1o the County. Such nolices also shalf be placed in the County's annual reponts. All such literature, reporis. and
other materipls shall be the joiat property of the parties to this Contract,

19.2.6.  Debts or Delinquenicies Owed to Texas. As required by §2252.903, Government Code, the
County agrees that any payments due under this Contract shall be direcily applied towards eliminating any debi
or delinquency including. but not limited 10, delinguent waxes. delinguent student toan payments, and delinguen
child support.

10.3.  Special Terms and Conditions,

10.3.1.  Electrical ltems. AH electrical items must meet all apphicable OSHA standards and
regulations, ond bear the appropriale listing from UL, FMRC, or NEMA,

10.3.2.  Ofshorine. Ali work to be perlormed under this Contract shall be performed within the
United Siates and its lerritories.

10.3.3.  Non-Woaiver of Righis. Failure of a party to require performance by another pariy under this
Contraet will not aflect the right ef such party 1o require performance in the future, No delay, fallure, or waiver
of either party’s exercise or partial exercise of any righi or remedy under this Contract shall operate to fimit,
impair. preclude, cancel, waive or otherwise affect such right or remedy. A waiver by a party of any breach of
any term of this Contract will not be construed as a waiver of any continuing or succeeding breach. Should any
provision of this Contract be invalid or unenforceable, the remainder of the provisions will remain in effect.

0.4, Bockeround Reviews,

104.1. By enlering into this conieaet, the County acknowledges that the OAG will perlorm
buckground reviews, to include criminal history record information, of all County Agents before aflowing o
County Agent to provide contract serviees. Prior to allowing a county agent to provide contract services, the
Couniy shall provide the OAG with a completed “Requess For New County User form™ (See Arractonent Eleven)
which includes:

the County Apent’s name {including any other names used):
day time phone number,

responsibilities under the contract:

= date of birtly;

= driver license number: and

= socind security number,

@ &

§0.42.  The County shali provide the “Request for New County User”™ form via email 10: CSD-
CouniyAceessiloauioxas.gov.

10.4.3.  Theterm County Agent as used in this "Background Reviews™ provision means: all persons
whio perform contract services on the County's behalf including the County’s officials, employces, agens,
consultants, subcontraciors pnd representatives,

16.4.4. A County Agent who is a registered sex offender or hus been convigied of a felony for crimes
involving violence, child abuse or neglect. sexual offenses, thelt or fraud may NOT perfonm contraci services,

H.4.5.  No Couniy Agent shall commence performance of contract services or assume new
responsibilities regarding contract services until the OAG censents to such County Agent performing such
service or new responsibility. This prohibition penlains to performance ol contract services and s not intended 10
preciude the County from continuing 1o engape County Agent’s serviees for non-contract services.

‘Travis County 0SS SFY 1724 Page 28 of 30



DocuSign Envelope 1D BO52ZFTES-OEBF-4202-8507-BBB50F4458E3

10.4.6.  The Child Support Division of the Office of the Texas Atiorney General is the Titde IV-D
agency for the State of Texas. Pursuant to Texas Government Code Section 411.127 the Child Support Division
has the right Lo oblain criminal Bistory record information that relates lo an eatity whe proposes to enter intc a
contract with or that Bas a contract with the Child Suppor Division. The GAG shalf have the right under this
contract to perform initial and periodic dewiled background reviews, to include a cefminal history records check,
on any of County's Agenis that are assigned 1o provide services to the OAG or are authorized to aceess, or are
requesting access 1o OAG Data. The OAG is prohibited from revealing the resulis of any eriminal history records
check to the County.

10.4.7.  The County must require alf County Agents 1o notily the County of any arrest (1o include the
date of arrest. arresting entity. and charges) at the earliest possible opporiunity but no later than the end of the first
business day {ollowing an arrest. Within one business day alter sucl rotification, the County in turn shall netify
the OAG of such arrest. The County must also require any County Agent who has been arrested 1o provide an
official oltense report 10 the County as soon as possible but no later than 30 calendar days aller the date of the
arresl, Within one business day afler receipi. the County in turn shall provide the OAG with a copy of such oflense
reportL.

10,5, NO WAIVER OF SOVEREIGN IMMUNITY. THE PARTIES EXPRESSLY AGREL THAT NO
PROVISION OF THIS CONTRACT IS IN ANY WAY INTENDED TO CONSTITUTE A WAIVER BY THE
OAG, THE STATE OF TEXAS OR THE COUNTY OF ANY IMMUNITIES FROM SUIT OR FROM
LIABILITY THAT THE OAG. THE STATE OF TEXAS OR THE COUNTY MAY HAVE BY OPERATION
OF LAW.

H0.6.  Severability. If any provision ol this contract is construed 1o be illegal or invalid, such construction
witl not aficet the legality er validity of any of its ether provisions. The illegal or invalid provision will be
deemed severable and stricken Trom the contract as if it had never been incorporated herein, but all other
provisions will continue in full Torce and effect.

10,7, Right of Removal. The OAG expects alf services under this Contract to be competently and
professionally performed. The County and County’s subcontractor personnel and agents shall eomply with all
0AG policy. procedures and requirements relating to standards ol conduct and shall be courteous und
professional in all communications during their performance of the requirements of this Contract. Any actions
deemed incompetent or unprefessional must be remedied o the satisfaction of the OAG Contract Manager. The
OAG reserves the right, in its sole discretion. to require the immediate removal {from the performance of
serviees under this Contract and replacement ol any County and/or County subcontractor personnel and agents
deemed by the OAG 10 be discouricous. unprofessional, incompetent, careless. unsuitable or othenwise
objeclionable, Any replacement personnel assigned by the County to perform services under this Contract must
liave qualifications for the assigned position that equal or exceed those of the person being replaced.

10.8.  Applicable Law and Venue. The County agrees that this Contract in all respects shal be governed
by und construed in accordance with the faws of the State of Texas. except for its provisions regarding conllicts
of Jaws. The County also agrees that the exclusive venue and jurisdiction of any properly allowed legal action or
suit concerning this Contract or in any way relating to this Contract shall be commenced in a cour! of competent
Jjurisdiction in Travis County. Texas. The County hereby waives and agrees not to ossert: (a) that the County is
not personally subject to the jurisdiction of 2 court of competent jurisdiction in Travis County, Texsus. (b) that
the suil, action, or proceeding is brought in an inconvenient Torum, (¢} that the venue of e suit, action. or
proceeding is improper, or (d) any olher challenpe (o jurisdiction or venue.

10.9.  Hleadings. The headings Tor each section of this Contract are stated for convenience only and are not
to be construed as limiting,

16.10.  Entire Contract. This instrument constitutes the entire Contract between the parties hereto, und ali
oral or written agreements between the parties hereto relating (o the subject matter of this Contract that were
made prior 10 the execution ol this Contract bave been reduced 1o writing and are contained herein,

10.11. Qniginals and Counterpurts. This contract may be executed in one or more counterparts, cach of
which shall be deemed an original, but all of which together shall constitute one and the same instrument.
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13.12, Atgchmenis,
10,121, Atachment One, "Injer-deparntmental Dguipment Transfer”

100122, Attachment Two, BAcknowledgment of Custodianship of OfTice of the Atlorney General
Equipment @

1,123, Attachmeni Three, Alost or Siolen Propenty Reports
10,124, Attachment Four, ~Sample Estimate County Share of incentives™

10,125, Atlachnens Five, United States Imernal Revenue Service Requirements for the Saleguarding
of Federal Tax Information Including Federal Tax Returns and Return Information™

16.12.6.  Atiachment Six, ~Cenificate of Destruction for Counties and Vendors™
10.42.7.  Atachment Seven, “laternal Incident Response Plan”

10.12.8.  Auachment Eight, ~Security Incident Report™

10.12.9. Attachment Nine, ATerminmion Transition Plan@

10.12.10. Attachment Ten, ACenification Regarding Lobbying@

10.12.18, Asachment Eleven. “Request for New County User Form™

THIS CONTRACT ISHEREBY AGREED TO AND ACCEPTED:

OFFICEDOF THE ATTORNEY GENERAL TRAVIS COUNTY

oy & ey e T
First Assistart Attorney General County Judge. Travis County
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ALFAUTIMENT ON
ENEER-IDPARTMENFAL Y QUIBMI NT TRANSHER

OAG SPA DOCUMENT

INTER-DEPARTMENTAL EQUIPMENT TRANSFER

Inveniory Seriul Receiving Employee
Number Description Number Lucation
Translerred Via: Y 1L8, Mait G UPS 9 Freight Line 9 55D Maovers 9 Other
Interbm Sigrature: o . Remarks:

Transferring Division Code Pivision Nome _

Recetving Division Code o Division Name __ e
Approved (or Transferring Offgey: .~ Date:
Approved lor Receiving Oflfee by: . Bate:
Properly Manager’s Signatgree; oo Date: e N

It ts understood i the person whose sigiton: appaars for e Receiving Ofice oueepts responsibitin: for the equipment,
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ATTACHMINT TWO
AURNOWLIGGMENT O CUSTOIHANSTIPOF 01T O D ATEORNEY GINTRAL T QUIPMIN

Employes Name

Division Code Division Name

Tex, Gov't Code § 403.273 reads, in part:
{d) When a state agency's property is entrusted to a person other than the agency's property
manager the person to whom the properly is entrusied shall provide a writien receipt to the manager.
Tex. Gov't Code § 403.276 reads, in part:
(c} If an investigation by the attorney general under Subsection {b) reveals that a propenty loss has

been sustained through the negligence of a state official or employee, the atiornay general shall

make written demand on the official or employee for reimbursement of the loss.

INVENTORY NUMBER DESCRIPTION SERIAL NUMBER

This statement certifies that all Siale property listed above is in my care and trust. Under Siate law,

| agree to be responsible for this property and agree to pay for any missing or damaged ilem for

which 1 did not exereise reasonable care for its safekesping.

i furlber undersiand that furniture and equipment items identified as “Purchased with Federal Funds® are

to be used o support Federally funded functions only.

Employee Signalure Date

Cross out unused lines.
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ATEACHME NT THIREL
POSEORSTOUEN PROPLRIY B POIY

OFFICE OF THE ATTORNEY GENERAL

LOST OR STOLEN PROPERTY REPORT
(TO BE COMPLETED WITHIN 24 HOURS OF DISCOVERY)

OAGSICHURITY FIL L '
NU
FOR SECURITY USE ONLY
FOR SECURITY USE ONLY
Date of Report:
Description of Lost/Siclen OAG Serial Numiber Cost at Time of
OAG Property Inventory # Purchase
f.
2.
3
4.
5
6
Employee to Whom Property is Assipned: Supervisor’s Name

OAG Business Address of Employee to Whom Property is Assigned:
Street Number and Name: _
City. State, and Zip Code: Phone:
OAG Division:

Date Property First Missed: Time Property First Missed: am/pamn.

Locotion Where Property Last Used or Observed:
Street Number and Name:
City, State, and Zip Code:

Police Agency Notified: ~ Offense Report #:
fnvestigating Officer:. Phone number :

REPORT IN DETAIL:

Reported By: Mitie/Div.:
Street Number and Name:
City, State. und Zip Code: Phone:

RIGINAL TO RIPOILEING DIVISION BN PROPERIY FES
AN COPY w OIAL FROPT RTY MANAGHIG SUPPORT SERVICES DIVISION ¢302) Ja2-0548 WIFHEN 2 HORGRS OF FOSS
COrY f OAG CRIMINAL INVESTIGA HON IIVISION Revesed (elaber

B
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ATTACIIMENT FOUR
SAMPLE FSTIMATE COUNTY SHARE OF INCENTIVES

SAMPLE Estimate County Share of incentives

ections e Alication. . Budget
ccs 575,000.0001 4,000,600,000 1.875% $8.500,000 $1589,375.00] 20.00% $31,875.00
COA, 575.000,000] 4,000.000.000 1.875% $7.000.000 5131.250.00f 20.00% 326,250,040
Casi Elfect 575,000,000] 4.000,000,000 1.875% $9.004,000 $168,760.00| 20.00% $31,750.80
estimated estimated eslimated exampie
iYuje i)
H are -
0 d O
CCS 63% 80.0% 100%
CQOA G5% 80.0% 100%
Cost Effect 57.50 $53.72 100%

Cotlections on Current Support|  $31,875.00
Coliections on Arrears $26,250.00
Cost Effectivenaas

hare of incentives:

* Projected Incentive X Applicable Percentage



DocuSign Envelops [D BB62F7E9-SEBF-42D2.5507-BBBS0F4459E2

AHIAQHMINT IV
EMITEO S TA T S INEERNAL REVENDT SERVICT REQUIRI MINESFOR HH SATTGUARDING OF 11 D1 RAL 1AX
INFORMA THIN INCEUDING T DTRAT TAX RE TURNS ANBERE TORN INFORM A TION

CONTRACT L ANGUAGE FOR GENERAL SERVICES

. PERFORMANCE

in performance of this contract, the Conlractor agrees to comply with and assume
responsibility for compliance by his or her employees with the following requirements:

(1) All work will be performed under the supervision of the contractor or the
contractor's responsible employees.

(2) The contractor and the contractor's employees with access to or who use FT| must
meet the background check requirements defined in IRS Publication 1075 {Rev.
2018).

(3) Any Federal tax returns or return information (hereafter referred to as returns or
return information} made available shall be used only for the purpose of carrying out
the provisions of this contract. Information contained in such material shall be treated
as confidential and shall not be divulged or made known in any manner to any
person except as may be necessary in the performance of this contract. Inspection
by or disclosure to anyone other than an officer or employee of the contractor is
prohibited.

(4) Ali returns and return information will be accounted for upon receipt and properly
stored before, during, and after processing. In addition, all related output and
products will be given the same level of protection as required for the source
material.

(5) No wark involving returns and return information furnished under this contract will
be subcontracted without prior written approva! of the IRS.

{6) The contractor will maintain a list of employees authorized access. Such list will
be provided to the agency and, upon request, to the IRS reviewing office.

(7) The agency will have the right to void the contract if the contraclor fails to provide
the safeguards described above.

Il CRIMINAL/CIVIL SANCTIONS

{1} Each officer or employee of any person to whom returns or return information is
or may be disclosed shall be nofified in writing by such person that returns or
return information disclosed to such officer or employee can be used only fora
purpose and to the extent authorized herein, and that further disclosure of any
such returns or return information for a purpose or to an extent unauthorized
herein constitutes a felony punishable upon conviction by a fine of as much as
$5,000 or imprisonment for as long as five years, or both, together with the costs
of prosecution. Such person shall also notify each such officer and employee that
any such unauthorized future disclosure of returns or return information may also
result in an award of civil damages against the officer or employee in an amount
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INFORMA HON INCLUDING TEDERAL TAX £ TURNS AND RI TURN INFORMA HON
not less than $1,000 with respect to each instance of unauthorized disclosure.
These penalties are prescribed by IRCs 7213 and 7431 and set forth at 26 CFR
301.6103(n)-1.

{2} Each officer or employee of any person to whom returns or return information is or
may be disclosed shall be notified in wriling by such person that any return or
return information made available in any format shall be used only for the purpose
of carrying out the provisions of this contract. Information contained in such
material shall be treated as confidential and shall not be divulged or made known
in any manner to any parson except as may be necessary in the perfarmance of
this contract. Inspection by or disclosure to anyone without an official need-to-
know constitutes a criminal misdemeanor punishable upon conviction by a fine of
as much as $1,000.00 or imprisonment for as long as 1 year, or bolh, together
with the costs of prosecution. Such person shall also notify each such officer and
employee that any such unauthorized inspection or disclosure of returns or return
information may also result in an award of civil damages against the officer or
employee [United States for Federal employees] in an amount equal to the sum of
the greater of $1,000.00 for each act of unauthorized inspection or disclosure with
respect to which such defendant is found liable or the sum of the actual damages
sustained by the plaintiff as a result of such unauthorized inspection or disclosure
plus in the case of a willful inspection or disclosure which is the result of gross
negligence, punitive damages, plus the costs of the action. The penalties are
prescribed by IRCs 7213A and 7431 and set forth at 26 CFR 301.6103(n)-1.

{3) Additionally, it is incumbent upon the contractor to inform its officers and employees
of the penalties for improper disclosure imposed by the Privacy Act of 1974, 5
U.5.C. 552a. Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to
contractors by 5 U.S.C. §52a(m)(1), provides that any officer or employee of a
contractor, who by virtue of his/her employment or official position, has possession
of or access to agency records which contain individually identifiable information,
the disclosure of which is prohibited by the Privacy Act or regulations established
thereunder, and who knowing that disclosure of the specific material is so
prohibited, willfully discloses the material in any manner to any person or agency
not entitled to receive it, shall be guilty of a misdemeanor and fined not more than
$5,000.

(4) Granting a contractor access ta FT| must be preceded by certifying that each
individual understands the agency’s security policy and procedures for
safeguarding IRS information. Contractors must maintain their authorization to
access FT1 through annual recertification. The initial certification and
recertification must be documented and placed in the agency's files for review. As
part of the certification and at least annually afterwards, contractors must be
advised of the provisions of IRCs 7431, 7213, and 7213A (se : Exhibit 4
Sanctions for Unauthorized Disclasure, and Exhibit 5, Civil D. maaes for
Unauthorized Disclosure). The training provided before the initial cerification and
annually thereafter must also cover the incident response palicy and procedure
for reporting unauthorized disclosures and data breaches. (See Section 10 ) For
both the initial certification and the annual cerlification, the contractor must sign,
either with ink or electronic signature, a confidentiality statement cerlifying their
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understanding of the security requirements.

HI INSPECTION

The IRS and the Agency, with 24 hour notice, shall have the right to send ifs
inspectors into the offices and plants of the contracior to inspect facilities and
operations performing any work with FTI under this contract for compliance with
requirements defined in IRS Publication 1075. The IRS' right of inspection shali
include the use of manual and/or automated scanning tools to perform compliance
and vulnerability assessments of information technology (IT) assels that access,
store, process or transmit FTI. On the basis of such inspection, corrective actions
may be required in cases where the contractor is found to be noncompliant with
contract safeguards.
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ATIACHMI NG 51X
CHRBEICA T OF I STRECHON FOR COBNTPS ARD VENDORS

Hard copy and elecronic media must be sanitized prior to dispesal or release for reuse, The OAG tracks, documents, and verifies {
media sanitization and disposal actions. The media must be protected and controlied by nuthorized personnel during transpon outside '
oi'controlied areas. Approved methods for media sasiiization are listed in the NIST Special Publivation $0U-88, Guidelines for Media
Sunitization. bup fnipubs s gos meipebs SpesisiPobbcslions NIN S8 B8] pdf

Contact Name 1o Compiny Nome ond Address Py

You may mtach an inventory of the media i needed for bulk media dispesition or destruction.

Modia Type Media Ttk / Document Nane

HARD COPY CLECTRONIC
Media Description
{Paper. Microfilts, Compater Medsa, Tapes o}

Dates of Records

P Noctrrien f Bevord Trck me Mumber OAD liom Number Blake ¢ Aludd Gerrg Mumier
CLEAR Who Completed? Whe Verifiud?
bem Sanitization PURGE Plony Phone
DESTROY DATL Compleied

Sanitizution Method andior Product ised =

Reused Internally | Destruction / Disposal
Final Disposition of Media Reused Externndly | Returned 1o Manufacturer
Other:

Commenis:

IWany OAG Data is retwined, indicate the type of storage media, physical locations{s), and any planned destruciion date.

Duseription ol QAG Duia Retxined and Relention Reguirenenls:

Propened anpibad of destrection for OAG appeayal Type ol storage mudia?
PMeysieal focation”?

Pranncy destruc

w die?

Within five {5} days of destruction or purging, provide the OAG with a sigacd siatement containing the date of clearing, purging or
destruction, deseripiion of OAG data cleared, purged or destroyed and the method{s} used.

Awthorized approval has been received for the destroction of medis identified sbove und has met all OAG Reeords Retention Seliedule
requirements including state, federal ondfor internal audi requirements and s not pending any open records reguests.

Records Destroyed by: Records Destruction Verified by:

Signature Date

o]

fie wiare fo eoder nospe and goasiet info Toy who completsd tie data dost detios sl whe verifiod duta destructivg in the felds ahovg,

* Send the signed Centificate of Destruction ;-

OAG: Child Support Division, [nfonmation Security Office, PO Box 12017, Austin, TX 7B711-2017
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ATTACHMENT SIX
CERTVIFICATE OF DESTRUCTION FOR COUNTIES AND VENDORS

E INSTRUCTIONS FOR CERTIFICATE OF DESTRUCTION

Hard copy and electronic media must be sanitized prior (o disposal or release for reuse. The OAG tracks, documents, and verifies

media sanitization and disposal actions, The media must be protecied and controlied by authorized personnel during transpon cutside
of controlled areas. Approved methods t'or media sanitization are ligted in the NIST Special Publication 800-88. Guidelines for Media
Sapitization. bup Vevipubsnist

IRS Publication 1075 directs us to the FISMA requirements and NIST guidelines for sanitization and disposition of media used for
federal tax information (FTE). These puidelines are also required for sensitive or confidential informatien that may include personally
identifiable information ¢(PH) or protected health information (PHI). NIST 800-88, Appendix A contains a matrix of media with
minimum recommended sanitization techniques for clearing, purging, or destroying various media types. This appendix is (o be used
with the decision flow chart provided in NIST 800-88 Revision 1, Section 4.

There are two primary types of mediz in commaon use:

« Hard Copy. Hard copy medis is physical representations of information. Paper printouts, printer and facsimile ribbons,
drums, and platens are all examples of hard copy media.

«  Electronic for soft copv), Electronic media are the bits and bytes contained in hard drives, random access memory (RAM),
read-only memory (ROM), disks, memory devices, phones, mobile computing devices, networking equipment, and many
other types listed in NIST 5P 800-88, Appendix A.

1. For media being reused within your organization, use the CLEAR procedure for the appropriate type of media. Then validate the
media is cleared and document the media status and disposition.

2. For media to be reused outside your organization or if feaving your organization {or any reason, use the PURGE procedure for the
appropriate type of media. Then validate the media is purged and document the media status and disposition. Note that some
PURGE techniques such as degaussing will typically render the media (such as & hard drive) permanently unusable.

3. For media that will not be reused, use the DESTRUCTION procedure for the appropriate type of media. Then validate the media
is destroyed and document the media status and disposition.

-~

4. For media that has been damaged {i.c. crashed drive) and can not be reused, use the DESTRUCTION procedure for the
appropriate type of media. Then validate the media is destroyed and document the media status and disposition,

5. If immediate purging of all data slorage components is not possible, data remaining in any storage component will be protected to
prevent unauthorized disclosvres. Within twenty (20) business days of contract expiration or termination, provide QOAG with a signed
statement detailing the nature of OAG data retained type of storage media, physical location, planned destruction date, and the
praposed methads of destruction for OAG approval,

6. Sead the signed Centificate of Destruction to:

QAG: Child Suppon Division FAX to:  512-460-6070
information Security Office
PO Bax 12017 or send as an email attachment 1o

Austin, TX 78711-2017 -
Arthur Canteelld oag b was.wov

. C Qriginal to: bl trelt, Infi ion Securily ‘ 3odfille
Final Distribution of rigingl to Arthur Caatrell, Information Security Offieer 512-460-6061

Certificate

Copy lo: 1. Your Company Records Monsgement Lisison - or - Information Security Olficer

2, CSD Contruct Manager
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For OAG Data
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Shannon Ciyde Information
Security Manager

lLast Update: June 04, 2012
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ATIACHMINT SEVEN
TN RMAL INCIDENT RESPONSE PLAN

C. INTRODUCTION

1.0 Objectives and Scope

The Travis County {("County”™) Information and Telecommunications Systems
Departiment {ITS) Security Incidest Response Plan for Office of the Attomey
General (OAG) Data supplements the Travis County ITS Department Incident
Response Standards and Procedures.

This Security Incident Response Plan is intended (o provide the specific
requirements that must be met to comply with the 2013/2014 State Case
Registry/Local Cuslomer Service contracl.

2.0 Audience

Those who need to participate in the ITS Incident Responise efforts involving
OAG Datn including county staff, ITS Department s1all and those who need to
interact with the incident management efforts involving OAG Data.

3.0 Keywords Defining Requirements

The lollowing keywords "MUST™, "MUST NOT", "REQUIRED", "SHALL",
"SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", “MAY",
and "OPTIONAL" are utifized within this document to indicale requirement
levels and are to be interpreted as described below:

SHALL: This word, or the terms "REQUIRED" or "MUST", means that the
delinition is an absolute requirement of the specification.

SHALL NOT: This phrase, or the phrase "MUST NOT™, means that the
delinition is an absolute prohibition of the specification.

SHOULD: This word, or the adjective "RECOMMENDED”, means that there
may exist valid reasons in particular circumslances to ignore a particulor item, but
the full implications must be understood and carelully weighed before choosing o
difTerent course.

SHOULD NOT: This plirase, or the phrase "NOT RECOMMENDED" means
thist there may exist vahid reasons in particular circumstances when the particular
behaviar is acceptuble or even useful, but the full implications must be
understood and the case carefully weighed before implementing any behavior
described with this label.

MAY: This word, or the adjective "OPTIONAL™, means that an item is truly
optional. An implementation, which does not include a particular option, MUST
be prepared to interoperate with another implementation that does
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include the option, though perhaps with reduced functionality. i the same vein,
an implementation, which does inclyde a particular option, MUST be prepared to
inferoperate with another implementation that does nol include the option {except,
of course, 1or the feature the option provides.)

4.0 Requirement Priorities
Requirements that use the key word MUST or SHALL have the highest
priority.

Those described as RECOMMENDED, as indicated by the use of the key word
SHOULD. have a sccondary priority to those requirements using the key words
SHALL or MUST.

Those described as OPTIONAL. os indicated by the use of the key word MAY,
have a tertiary priority, All Gisst priorily requirements represent core
functionality critieal to the project and must be met.

As many secondary priority requirements shoold be met il allotted time.
human resources and funding permit.

Tertiary priorities should be completed only afier ol lirst and secondary

priorities have been met,

5.0 Document Change Management

Requests for changes 1o this documeni should be made in writing to the
Information Securily Manager or the Chief Information OMicer.
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D. INCIDENT RESPONSE CONTACT INFORMATION

1.6 Office of Attorney General (OAG) Contacts

Rolel/Position

Chief of information
Security Officer

1CSS Contract
Manager; County
Contracts Manager,
Child Support Division

Name

Arthur Cantreli

Karfa McBougal

2.0 Travis County Contacts

Paosition

Chief Information
Officer

Information Security
Manager ITS
Depariment

ITS Department Hslp
Desk

{CSS Contract
Manager, Director of
Domestic Relations
Gffica

Name
Ms. Tanya Acevedo

Mr. Shannon Clyde

Not Applicable

Mr. Scot Doyal

Phone Number
512-460-8061

312-460-6167

Phone Number
512-854-8685

Office’ 512-854-7848
Cell. 512-589-0740

512-854-9175

512-054-8674

Email address
arthur.canirel oag "2x

as.qov
Karla McDouas @o at

exas. goy

Email address
Tanya.ncevedod travisco
untytx.pov
Shannon.clydeidtravi
SCOUNLylx.pov

ITS Helpdesk@co.travi
s4x.us
Scot.doyalirtravisco
uniytx.gov
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i, OAG DATA INCIDENT MANAGEMENT
REQUIREMENTS

1.0 General Requirements

County shall respond to security incidents involving OAG Data in accordance
with I'TS Department Incident Management Standards and Procedures and
specific OAG requirements as stated within this Incident Response Plan for OAG
Daia.

2.0 Responsibility for Notifications and Reports

The Information Security Officer or designate is responsible for the data
coltection, document creation. and delivering of the required notices ond
reports identified within this plan.

3.0 Notification Requirements
A1, Initial Incident Notification to QAG
3.1.1. OAG Nofification Time Frame, Recipients, Method

The OAG CISO and the OAG Cantract Manager must be
notificd by telephone and clectronic mail within one (1} hour of
determinuation that OAG Data is imvolved in the incident.

3.1.2, OAG Notifieation Coenient

Content of the netification must include:
MNatice of incidemt
Description of affected systems and networks
Initial damage assessment
Potential scope of the incident
Containment/Eradication/Recovery steps taken to date

Any changes in County contoct information
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4.0 Reporting Requirements
4.1. Initinl Written Report to OAG
4.1.1. Enitinl OAG Report Time Frame, Recipients, Method

The Information Security Manager or designate must provide a
written report o the OAG CISO and the OAG Contract Manager
by electronic mail within tweanty-four (24} hours of
determination that OAG Data is involved in the incident.

4.1.2. Report Content

Disclosure of alt information refating to the incident
Results of preliminary damage analysis
Time, nature of incident; initigation efforts: corrective
actions: estimated recovery time
4.2. Daily Status Report to OAG:
4.2.1. Daily OAG Status Report Time Frame, Recipients, Methed

The Information Security Manager or designate must provide a
duily oral status report 10 the OAG CISO or designate and an
electronic mail message loliow up to the OAG CISO and the
OAG Contract Manager

4.2.2. Report Content
Current dumage analysis
Status of containment. eradicution, recovery efforts
4.3. Finul Repert to QAG:
4.3.1. Finul OAG Report Time Frame, Recipients, Method
The Information Security Manager or designate must provide a
final written report by electronic mail to the OAG CISO and the
OAG Contract Manager within five (5] davs of the completion of

the find damage analvsis and the completion of the
eradication recovery phuases but prior to incident closure.
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4.3.2. Report Contlent

Cause of security incident
Nature of security incident

Desceription of eure, effective date. description of how
cure prolects {rom recusrence

Certification Stafement: County’s security program is
operating willy the effectivencess required 1o assure that Lhe
confidentiality and integrity of OAG Data are protecied
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Arthur Cantrel

OAG-CS information Security Officer
To immediately report an incident Arthur.Cantreli@®oag texas.gov
please contact: Dffice {512} 260-6051

Fax {512} 460-6850

nstructions: Each Contractor er business partner (Contractor} is required to provide timely reporting of
security incidents to the Office of the Attorney General, Child Support Division {OAG-C5) Information Security
Officer (150). Together, the Contractor and OAG-CS 15O wili assess the significance and criticality of a security
incident based on the business impact to affected resources and the current and potential effect of the
incident {e.g., Ioss of occess to services, revenue, productivity, reputation; unouthorized disclosure of
confidential or private information; loss of dota or network integrity; or propogation to other networks).

Depending on the criticality of the incident, it will not always be feasible to gather all the information prior to
reporting to OAG-CS. In such cases, incident response teams should make an initial report and then continue
to report information to the OAG-CS daily until the incident has been resolved and the OAG-CS 150 has closed
the incident. All security incident reports provided to OAG-CS wilf be classified and handled as Confidential per
Section 2059.055 Texas Government Code [TGC) and Section §52.139 Texas Government Code.

1. Contact Information

Company Name:

Full Name:
Job Title:

Division or office:

Work phone:

Mohbile phone:

E-mait address:

Fax number:

Additional contact information: {e.g., subject matter experts; incident response tegm members} f
Area of Specialty Name Emall Phone #
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2. ?y;;e oftnc:dent {Check ol that apply)

C] Account compromise {e.g., fost possword) [ I sociat engineering (e.g., phishing, scams)
[:} Denial of service  fincluding distributed) D Technical vulnerability fe.g., O-doy ottocks)
[Imaticious code fe.g., virus, worm, Trojon) [ ] Theft/ioss of equipment/media/document
[ Misuse of systems {e.g., occeptobie use} D Unauthorized access {e.g., systems, devices)
D Reconnaissance (e.g., sconning, probing) [ ] Unknown/Other {Please describe below)

Description of incident:

3. Scape of incident {Check ;i}?é}

D Critical  {e.g., offects public sofety or Federal/State/Individual confidential or private information)

["] High fe.q., affects Contractor’s entire network or critical business or mission systems)
[IMedium (e.g, affects Contractor’s network infrastructure, servers, or admin accounts)
[Jrow {e.q.. affects Contractor’s workstations or stondord user accounts only)

[J Unknown/Other (Please describe below)

Estimated number of systems affected: fe.g.,
workstations, servers, mainframes,
applications, switches, routers)

Estimated number of users and/or customers
affected:

Third-parties involved or affected:
(e.g., vendors, contractors, partners)

Additional scope information:

4. Impact of Incident (Check ol that apply)

[ ] Loss of access te services ] Propagation to other networks

D Loss of productivity [:} Unauthorized disclosure of data/information

[ 1toss of revenue [ Unautharized modification of data/information
[ ] toss of reputation [ Unknown/Other (Please describe below)

Estimatad total cost incurred:

fe.g., cost to contain incident, restore systems,
notify doto owners, notify customers, credit
monitoring fees, fines)

Additionol impact information:

[ ] confidential/Sensitive/IRS data/info [ personally identifiable information (PU/PHI
[T Financia! datafinfo { Jintellectual property/copyrighted datafinfo
[ ] Non-sensitive data/info [] Critical infrastructure/Key resources

[ publicly avaifable data/info [ 1 unknown/Other (Please describe below)
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| Cusantity of data/information affected:
i fe.g., file sizes, number of records)

! Describe the data and/or information that moy have been compromised.

-

{6. Users and/or Customers Affected by Incident (Provide as much detoil 65 possible)

Number of affected Users Number of affected Customers

Systern access levels or rights of affected users:

User Name User Job Title {e.g., requlor user, domain administrator, root)

Additional User and/or Customer details:

7.5ystems Affected by Incident (Provide as much detail as possible}

Attack sources (e.g., IP address, port):

Attack destinations (e.g., IP address, port):

IP addresses of affected systems:

Domain names of affected systems:

Primary functions of affected systems:
{e.q., web server, domain controler)

Operating systems of affected systems:
{=.g., version, service pock, configuration)

Patch level of affected systems:
{e.q., latest patches loaded, hotfixes)

Security software loaded on affect systems:
(e.q., anti-virus, anti-spywaore, firewall, versions,
date of latest definitions)

Physical location of affected systems:
{e.g., state, city, building, room, desk}

Additional system details:

8. Remediation of Incident (FProvide s much detail as possible — include dates)

Actions taken by Contractor to
identify affected resources:

Actions taken by Contractor to
contain & investigate incident:

Actions taken by Contractor to
remediate incident:




APTACHMINT HIGHT
SECURIY INCIDENT /I PORE

Actson; taken by Contractorto
verify succassful remediation:
(e.g., perform vulnerability scan,
code zevuew svstem testsi

Acxaons pianﬂed by Cantracmr tu
prevent similar incidents:
{pmwde r;me!me}

Additional remed:at:on demds

9 'I'tmelsneof Inc.idént.{'P}a;';n.je asmuch detoif a§ poéﬁibfe} “

a. Date and time when Contractor first detected, discovered,
or was notnfsed about the ;nc:dent

b. Date and time when the actual mmdem occurred
(esrrmutron if exact da te and time unAnawn)

¢. Date and time when the mcadent was contained, or when
all affected systems or functions were restored:
{use whichever date and time is later)

d. Elapsed time between the incident and discovery:
fe.g., difference between o and b, above)

. Elapsed time between the discovery and restoration:
{e.., difference between a. and ¢. above)

Detoiled incident timeline:

Date Time Event/Action/Comment

10. Miscellaneous / Lessons Learned {Provide any other relevant information)

11, List of Attachments {Include the nome and Jgre of é‘;:h dtwchment}

Arthur Cantreli

Please submit the completed form, attachments OAG-CS Information Security Officer

and ali updates to: Mail Code 033-1
5500 €, Oltord : P.O.Hox 12017
Austin, TX 78741 @ Austin, TX 78711-2017
Office (512} 460-6061
Fax {512) 460-6850

Arthur.Cantreli@oag.texas.gov
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ATTAUHMENT LIS
SECURIEY INCHH N REPORT

*PLEASE NOTE;

s Al Security incident Reporting Forms and accompanying documentation must be transmitted ta OAG-CS in
a safe and secure manner.

¢ Please encrypt all documents prior to transmission.

= Please contact the 150 via phone to coordinate your fax transmission or decryption password.

OAG will contact the TIGTA and the IRS immediately, but no later than 24-hours after the identification of 3
possible issue involving FTL OAG should not wait to conduct an internal investigation to detarmine if FTi was
involved. If FTi may have been involved, OAG must contact TIGTA and the IRS immediately. TIGTA contact for
Texas: 972-308-1400 (Dalias).

i eriminal action is suspected (e.g., viclations of Chapter 33, Penal Code, Computer Crimes, or Chapter 334,
Penal Code, Telecommunications Crimes) the Contractor is also responsible for contacting the appropriate law
enforcement and investigative authorities,
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ATTAUTIAIL NT MNING
PLRMINATION IRANSIFION PL AN

CSS TERMINATION TRANSITHON PLAN

The Office of the Atorney General of Texas (OAG) and Travis (County) ogree 1o follow the transition plan
duscribed belos should the contract be terminated.  Either party shall provide to the other notice of intent to
terminate ot feast one hundred and cighty (180) calendar davs prior to the eifective date of the termination. In
addition, County will continue 1o provide services under this agreement, i requested by the OAG. for an
additional thinty (30) calendar days beyond the tesmination effective date.  In such event. the origing
wermination effective date shall be extended pursuant to this provision.

The County and the OAG acree to l'ellow the plan described below if the Contract is terminated;

1)

)

3)

4

5}

6)

Effective date of termination. Effective date of termination will fall on the first working day of the week.
Notification of Customers

4} During and afer the ransition period, the County will be responsible for notifying walk-in clients of the
closure of the County office and the transler of 1V-D services to the OAG.

by The GAG will be responsible for providing writien notification 1o all affecled customers separding the
caseload transfler,

Return of OAG equipment.  All OAG equipment provided o the County under the contract will be
removed by OAG staff during the {irst week that ot county 1V-D cases have been translerred o the OAG.

Interim Measures

a) New ICSS cases created by the County during the transition period will be processed through Case
tnitiation by County staft. then transferred within two business days to the designated OAG field effice.

b} County will cantinue 1o provide 1V-D services for all existing ICSS cases, according o OAG policy and
procedures, until the caseload transfer is complete.

Reimbursement for lust month of eperstion. The OAG will reimburse Counly on a pro-rata basis for
services provided during the final month of the contruct if the contract termination effective date does not
fadt the lost day of the month, Reimbursement shall include new cases worked through the Case Inilintion
process by County, then transferred within 2 business days 1o the designuted OAG ficld unit.

Local Rule Status, The County, in consuliation with the OAG. must determine whether to terminate or
retain the County’s local rule.

a) Terminate Local Rule. I the County decides that its new county child support obligations will no
longer be referred for 1V.D services., the County must revoke the existing Local Rule effective on the
agreed-upon lermination effective dale and post advance public notice of the effective date of the
revoeation of the Local Rule in accordnnce with state faw,

b) Retain Local Rule. 1f the County decides 1o retain its local rute, the OAG and the County must agrey

on a relerral nolification methodology a minimum of 30 cafendar days in advance of the effective
termination date of the contraet,
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CERBIFCA HONW I GARDING LOBBYING

CERTIFICATION REGARDING LOBBYING

Certification for Contracts, Grants. Loans and Cooperative Agreements

The undersigned certifies, to the Best of bis or her knowledge and belief, that:

()

(3

No Federal appropriated funds have been paid or will be paid by, or on behalf of the undersigned. 10
any person for influencing or allempting to influence an officer or employee of an agency. a
Member of Cangress, an office or employee of Congress. or an employee of a Member of Congress
in connection with the awarding of any Federal contract. the making ol any Federal grant, the
making of any Federal loan. the entering into of any cooperative agreement, and the extension,
continuation, renewal, amendment. or modification of any Federal contract, grant. loan, or
coaperative agreement.

i any funds ether than Federal appropriated funds have been paid or will be paid to any person for
infiuencing or attempting to influence an officer or employee of any agency. a Member of Congress,
an officer or employee of Congress, or an employee of o Member of Congress in connection with
this FFederal contract, grant, loan, or cooperative agreement. the undersigned shall complete and
submit Standard Form LLL, ~Disclosure Form (o Report Lobbying.” in accordance with its
instructions.

The undersipned shall require that the language of this certification be included in the award
documents for all sub-awards at all tiers (including subcontracts. sub grants, and contracts under
grants, logns, and cooperative agreementsy and that all sub recipients shall certify and disclose
accordingly.

This centification is a material representation of fact upon which reliance was placed when this Iransaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, title 31, U.S. Code. Any person who fails to file the required
certification shall be subject 1o a civil penalty of not less than $16.000 and not more than $100.000 for cach
such Failure.

{Hespondent Signawre)

{Bespondust Printed Name)

fRuspondent Fiile}

{E3uicy

{EOrganivationg
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CHILD SYPPORT DIVISION

REQUEST FOR NEW COUNTY USER

A criminal background review will be condueted prior to providing access to TXCSES systems. This form imust
be completed and returned o CSD-County Access d oae lena - uov belore aceess can be granted.

Cimployee Name:

Other Names {Le. maiden, elc.)

County;

Daytime Phone Number:

Responsibilities under the contrast;

Date of Birth:

Driver's License Number;

Socia! Security Number:

Supervisor’s Signature ' Dae

Title

Rev: 612016



